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[bookmark: _Toc112330930]Purpose
The purpose of the Cybersecurity Incident Response Plan (CSIRP) is to detail the processes and procedures [agency name] will use to respond to a suspected or confirmed cyber incident.  It defines the roles and responsibilities of participants, the characterization and classification of cyber incidents, notification requirements, and strategies for containment, evidence collection and systems / data restoration.
The goal of the CSIRP is to help [agency name] quickly detect cyber incidents, determine the technical nature, scope and potential impact of the cyber incident, execute an efficient and effective response, notify stakeholders, and reduce the likelihood of the cyber incident from reoccurring.
[bookmark: _Toc112330931]Version History
	Version
	Date
	Changes
	Author
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	8/25/2022
	Initial version
	


	1.1
	4/28/2025
	Updated for RTA use
	JANUS Associates


Table 1 - Version History
[bookmark: _Toc112330932]Audience
The processes and procedures detailed in this document are aimed at IT support for [agency name].
[bookmark: _Toc112330933]Cyber Incident Response Team
The members of the cyber incident response team are listed in Table 2.
	Individual / Organization
	Role
	Phone / Email

	[Coordinator Name]
	Cyber Incident Response Coordinator
	[Coordinator Contact Info]

	[Coordinator Backup Name]
	Cyber Incident Response Coordinator Backup
	[Coordinator Backup Contact Info]

	[Additional Team Member Name]
[As needed .. add additional team members with a separate row per member (backup admin, SOC roles, legal, public relations, executive representation, etc.]
	Cyber Incident Response Team Member
	[Team Member Contact Info]


[bookmark: _Ref111556497]Table 2 - Incident Response Team
[bookmark: _Toc112330934]Definitions
Note: When terms defined in this section are used elsewhere in the document, they are italicized.
· Cyber Incident
An event that could jeopardize the confidentiality, integrity, or availability of digital information or information systems.
· Cyber Incident Response Team
A group of individuals tasked with addressing both potential and confirmed cyber incidents.  This group is responsible for assessing the cyber incident, advising agency management, gathering evidence, containing the cyber incident and restoring impacted systems.  The team should include IT support personnel but can also include other individuals who need to be kept closely informed on the status of cyber incideQAnt response.
[bookmark: _Toc112330935]Discovery
Cyber Incident discovery occurs in one of two ways:
· Someone reports a suspected cyber incident to an IT staff member or
· An IT staff member identifies the cyber incident themselves
· System Alerts
The IT team member who first becomes aware of the suspected cyber incident will:
· Record details about the incident on a hard copy Cyber Incident Response Log Sheet (see Attachment A).
· Create a support ticket for the cyber incident in the [agency name]’s ticketing system. 
(note: remove this bullet if the agency doesn’t have a system to log support tickets)  
[bookmark: _Toc112330936]Initial Assessment
The cyber incident response team will assess the potential cyber incident to determine:
· Whether the potential incident does in fact qualify as an cyber incident
· Whether executive staff need to be made aware of the issue
[bookmark: _Toc112330937]Transportation Operations Impact Assessment
The cyber incident response team and transportation operations staff will assess:
· Impact to dispatch, ticketing, vehicle tracking, public communications, reservations, fare collection, vehicle surveillance, data collection, and safety.
· Ability to maintain public service
Cyber Incident Categorization and Classification
Once it has been established that a cyber incident has occurred, the cyber incident response team will further assess it to determine the category and classification of the incident.  The category of the cyber incident broadly defines the technical nature of the incident whereas the classification defines the level of the potential impact the incident could have.  It should be noted, that initial categorization and classification may be updated as more information is gathered during the response.
[bookmark: _Toc112330938]Cyber Incident Categorization
Cyber incidents will be categorized based on the technical nature of the incident.  Seven categories have been defined.  Response strategies for each category have been documented and are included in Appendices B through G.  These response strategies detail some actions the cyber incident response team may take to contain the incident, collect evidence and restore affected systems / data.
· Malware
· Network / System Intrusion
· DDoS
· Ransomware
· Phishing
· IT Policy Violation
· Other / Unknown
[bookmark: _Toc112330939]Malware
Malware is software that is specifically designed to disrupt, damage, or gain unauthorized access to a computer system.
Symptoms of a malware incident can include the following:
· Network operations software alerts
· Computer(s) slow down or crashing
· Ads, pop-ups, error, or other unusual messages displayed 
· Internet traffic suspiciously increases
· Homepages on users’ browsers changed without input
· Network or PC security solution is disabled
· [bookmark: _Int_mwnRukuy]Contacts of PC’s on network are sending or receiving strange messages from or to other PC’s
· Unfamiliar icons and / or suspicious shortcut files are displayed on desktop 
· Control Panel becomes inaccessible
· Browser errors
[bookmark: _Toc112330940]Network / System Intrusion
Unauthorized activity on a digital network or computer system represents a network or system intrusion. Network intrusions often involve stealing valuable network resources and jeopardize the security of networks and / or their data.
Symptoms of a network or system intrusion can include the following:
· Sudden increases in system crashes / bugs 
· Pop-ups
· Unusual activity on workstations during off hours
· Mass email sends from employees that usually don’t send them
· Degraded network / router performance
[bookmark: _Toc112330941]Distributed Denial of Service (DDoS)
A malicious attempt to disrupt the normal traffic of a targeted server, service, or network by overwhelming the target or its surrounding infrastructure with a flood of Internet traffic is known as a distributed denial of service attack.
Symptoms of a distributed denial-of-service attack can include:
· A site or service suddenly is becoming slow or unavailable (note-this can also occur from a legitimate spike in traffic) 
· Suspicious amounts of traffic originating from a single IP address or IP range
· A flood of traffic from users who share a single behavioral profile, such as device type, geolocation, or web browser version
· An unexplained surge in requests to a single page or endpoint
· Odd traffic patterns such as spikes at odd hours of the day or patterns that appear to be unnatural (e.g., a spike every 10 minutes)
[bookmark: _Toc112330942]Ransomware
Ransomware is a type of malicious software (malware) that can be used to download, expose and / or block access to data or a computer system, usually by encrypting it, until the victim pays a ransom. Often the ransom demand comes with a deadline. If the victim doesn’t pay in time, the data is permanently gone or the ransom increases.
Symptoms of a ransomware attack can include:
· Spike in disk activity
· System is less responsive
· Spike in continuous data protection (CDP) system activity
· Creation of new accounts (especially privileged accounts)
· Installation of unauthorized software
· Security and / or backup systems are suddenly glitchy
· Port scans come from inside your network
· Failed attempts to access network shares or infrastructure applications
· File extensions change
· Most ransomware variants leave a text file or HTML file in each folder they encrypt that informs the user the files have been encrypted and are being held for ransom.
· Contacted by responsible party requesting a ransom
[bookmark: _Toc112330943]Phishing Attack
A phishing attack is one where malicious emails are used to trick recipients into falling for a scam. The intent is often to get users to reveal financial information, system credentials or other sensitive data.
Symptoms of a phishing attack can include:
· An unfamiliar tone or greeting
· Grammar and spelling errors
· Inconsistencies in email addresses, links & domain names
· Threats or a sense of urgency
· Suspicious attachments
· Unusual request
· Short and sweet
· Recipient did not initiate the conversation / unexpected emails
· Request for credentials, payment information or other personal details
· Is not personalized
[bookmark: _Toc112330944]IT Policy Violation
An IT policy violation occurs when a staff member or vendor behaves in a way which is a significant violation of [agency name]’s IT policies.
Symptoms of a IT Policy can include:
· Spike in disk activity
· System is less responsive
[bookmark: _Toc112330945]Other / Unknown
Any cyber incident which does not fit the definition of any of the previous categories will be classified as “Other / Unknown”.  After more is learned about the incident, the category may be updated to one of the other 6 categories listed or a new category may be created.
[bookmark: _Toc112330946]Cyber Incident Classification
The cyber incident response team will determine the classification of the incident based on its potential to impact [agency name]’s customers, staff, systems or data.  The 4 incident classes are listed below:
[bookmark: _Toc112330947]Class 1 Cyber Incidents
Class 1 cyber incidents are those which have one or more of the following characteristics:
· Threatens public safety or the safety of agency staff
· Has the potential to significantly disrupt transportation services upon which the public relies
[bookmark: _Toc112330948]Class 2 Cyber Incidents
Class 2 cyber incidents are those which have one or more of the following characteristics:
· Potential release of sensitive information
· Destruction of important operational data
· Making important operational data inaccessible to the agency
· A request for a ransom to restore agency systems or data  
[bookmark: _Toc112330949]Class 3 Cyber Incidents
Class 3 cyber incidents are those which have one or more of the following characteristics:
· Have the potential to adversely affect agency systems
· Disrupts the work of multiple staff members
· Impacts multiple machines
· A threat to computer systems  
[bookmark: _Toc112330950]Class 4 Cyber Incidents
Class 4 cyber incidents are those which have one or more of the following characteristics:
· Disrupts the work of a single staff member
· Impacts a single machine
· Impacts are more of a nuisance with very limited or no impacts on agency operations
· A significant IT policy violation by a staff member or other individual with permissions to access agency systems
Cyber incidents will often have characteristics of more than 1 classification level.  In these cases, the class assigned to the incident should be that of the highest classification for which it meets the definition.
[bookmark: _Toc112330951]Cyber Incident Notifications
Based on the classification of the incident, the incident response team will work with executive management to determine the appropriate notifications which should be made.  The potential parties to notify are shown in Table 3 for each cyber incident classification.
	Class
	Individual / Organization
	Phone / Email / Notification Method

	1
	[Agency Name] General Manager
	[GM Contact Info]

	
	[Agency Name]’s  Board / County Commissioners
	[Board / Commissioners Contact Info]

	
	Local FBI Office
	Philadelphia Office - (215) 418-4000
Pittsburgh Office - (412) 432-4000

	
	United States Computer Emergency Readiness Team (US-CERT)
	(888) 282-0870 / info@us-cert.gov

	
	National Cybersecurity and Communications Integration Center (NCCIC)
	(888) 282-0870 / NCCIC@hq.dhs.gov

	
	[Agency’s Insurance Carrier]
	[Insurance Carrier Contact Info]

	
	[Agency Name’s] Staff
	General Announcement and / or Email

	
	Riders (if appropriate)
	[Method of Contact – e.g. IVR, Rider Alerts, Individual Phone Calls etc.]

	
	Cybersecurity Task Force
	tjohn@pa.gov / c-j.kronic@pa.gov

	
	Public Transit Information Sharing and Analysis Center (PT-ISAC)
	(866) 784-7221

	2
	[Agency Name] General Manager
	[GM Contact Info]

	
	[Agency Name] Board / County Commissioners
	[Board / Commissioners Contact Info]

	
	Local FBI Office
	Philadelphia Office - (215) 418-4000
Pittsburgh Office - (412) 432-4000

	
	United States Computer Emergency Readiness Team (US-CERT)
	(888) 282-0870 / info@us-cert.gov

	
	National Cybersecurity and Communications Integration Center (NCCIC)
	(888) 282-0870 / NCCIC@hq.dhs.gov

	
	[Agency’s Insurance Carrier]
	[Insurance Carrier Contact Info]

	
	[Agency Name]’s Staff
	General Announcement and / or Email

	
	Riders (if appropriate)
	[Method of Contact – e.g. IVR, Rider Alerts, Individual Phone Calls etc.]

	
	Cybersecurity Task Force
	tjohn@pa.gov / c-j.kronic@pa.gov

	
	Public Transit Information Sharing and Analysis Center (PT-ISAC)
	(866) 784-7221

	3
	[Agency Name] General Manager
	[GM Contact Info]

	
	[Agency Name]’s Staff
	General Announcement and / or Email

	
	Cybersecurity Task Force
	tjohn@pa.gov / c-j.kronic@pa.gov

	4
	Agency General Manager
	[GM Contact Info]


[bookmark: _Ref109246749]Table 3 - Incident Notifications
[bookmark: _Toc112330952]Containment
Strategies to contain the impact of an cyber incident are often dependent on the category of the incident and are covered in the response strategies (see Appendix B through Appendix G).  However, there are general containment strategies the cyber incident response team will consider in an effort to quickly mitigate the impacts of the incident.  These include:
· Isolate affected systems
· Disconnect affected systems from network (network segmentation)
· Disconnect affected systems from network (unplug physical cable)
· Disconnect affected systems from network (diable wireless)
· Power down non-essential systems (personal computers, laptops, etc.,)
· Disable cloud synching

[bookmark: _Toc112330953]Collecting Evidence
As with containment, the specific steps to collect evidence for the incident will often depend on the category of the incident and is addressed in the category based response procedures (see Appendix C).  However, there are general evidence gathering strategies the incident response team will consider to ensure evidence is not lost.  These include:
· Capture, preserve and review log files such as application logs, system logs, firewall logs etc.
· Interview those who reported the incident or who were affected
· Record information gathered on the Cyber Incident Response Log Sheet
[bookmark: _Toc112330954]Service Continuity Actions
If operational impact occurs:
· Initiate manual / alternate processes as needed for:
· Reservations [shared-ride agencies]
· Scheduling [shared-ride agencies]
· Dispatch
· Fare Collection
· Ticketing [fixed route agencies]
· Data Collection
· Driver communications
· Passenger communications
· 
After Action Reviews (AAR)
[bookmark: _Int_vCd8TUEC]Following each Class 1, Class 2 and Class 3 incident, an After Action Review will be conducted to assess the root cause of the incident as well as any corrective actions which should be initiated to prevent or minimize the possibility of similar incidents in the future.  The AAR should consider the following:
· What was the root cause of the incident?
· Did failure to follow a procedure or policy contribute to the incident?
· Was the response to the incident sufficient and in accordance with the CSIRP?
· Were the appropriate notifications made in a timely manner?  
· Were the incident-response strategies laid out in the CSIRP sufficient?
· What preventative steps can be taken so the possibility of a similar occurrence is eliminated or minimized?  
· What lessons have been learned from this experience?  
· What corrective actions are necessary?
· Staff / contractor training?
· Updates to security policies?
· Updates to the CSIRP?
· If appropriate, have all systems been patched, systems locked down, passwords changed, anti-virus updated, email policies set, etc.?  
[bookmark: _Toc112330955]Testing the Plan
Tabletop exercises will be conducted semiannually. For each tabletop exercise, the cyber incident response team coordinator will develop a scenario for the team to work through conceptually using the CSIRP.  Each drill will be documented along with any shortcomings which are identified during the drill. 
In addition to tabletop exercises, it is recommended that the agency conduct an annual partial live exercise. This exercise should involve intentionally taking a primary system offline and activating its designated alternative system to verify that contingency plans are actionable, effective, and operational under real-world conditions.
Place holder for URL for TTX materials
[bookmark: _Toc112330956]Annual CSIRP Review
The CSIRP will be reviewed annually by the cyber incident response team.  The review will include an examination of any incidents logged during the year along with any associated After Action Reviews (AARs) to determine whether changes to the CSIRP are warranted.  The review will also include an examination of the CSIRP drills conducted during the year.



Appendicies
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Cyber Incident Response Log Sheet

Date Identified: _________________  	Person Recording the Incident: _________________________

Time Identified: _________________     Person who Reported the Incident: ______________________

Description of the Cyber Incident: _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Scope (systems, personnel, riders): _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Cyber Incident Technical Category: 
☐ Malware 	 ☐ Ransomware	☐ Network / System Intrusion         
☐ Phishing	 ☐ IT Policy Violation	☐ Distributed Denial of Service  
☐ Other – Please specify: ___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Areas of operational impact (if any): 
☐ Reservations / Customer Service	 ☐ Scheduling		☐ Dispatch         
☐ Maintenance			 ☐ Human Resources	☐ Finance  
☐ Other – Please specify: ___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Cyber Incident Impact Classification:
☐ Class 1       ☐ Class 2       ☐ Class 3      ☐ Class 4 

Cyber Incident Notifications (who, when and how): _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Containment Efforts (who, when and how): _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Evidence Collection Efforts (who, when and what): _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Restoration Efforts (who, when and what): _________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

[bookmark: _Toc112330958]Attachment B – Malware Response Strategies
[bookmark: _Hlk203561757]Malware Response Strategies
Containment Strategies
· For Unaffected Devices:
· Disconnect from the network or isolate on a segmented VLAN.
· Power down if not in active use, to prevent accidental infection.
· Disable cloud synchronization services (e.g., OneDrive, Google Drive) to prevent malware propagation.
· For Affected Devices:
· Immediately isolate affected machines by disconnecting network cables and disabling Wi-Fi or Bluetooth.
· Avoid powering down unless necessary; if powered down, document this action carefully.  Items to potentially document if powering down an affected device include:
· Device Name/ID
· Date/Time it was powered down
· The user who was currently logged into the device
· The reason it was powered down
· User who powered down the device
· Any observed behavior before powering it down
· Consider hibernation or freezing the device state if evidence preservation is critical.
· Disable cloud syncing to prevent malware from spreading to cloud-stored files or other devices.
· Block malicious IP addresses or domains at firewall or gateway if identifiable.
· Caution: Some malware variants trigger destructive payloads or data destruction upon loss of connectivity or shutdown. Coordinate containment actions with forensic and incident response teams before proceeding.
Evidence Collection and Preservation
· Avoid running anti-malware or cleanup tools on infected devices before imaging, as these can alter or destroy evidence.
· Refrain from installing updates, patches, or making any OS/hardware changes on affected devices.
· Preserve volatile memory (RAM) if possible by capturing a memory image.
· Create a forensic image (bit-by-bit copy) of affected devices, including system files, logs, and registry hives.
· Document all actions taken on affected devices in an incident log (chain of custody).
· Securely store collected evidence with restricted access to prevent tampering.
Eradication and Recovery
· Inventory all affected assets and verify their infection status.
· Maintain containment/isolation until malware removal is confirmed.
· Use trusted and updated anti-malware and endpoint detection and response (EDR) tools for automated removal.
· Apply manual remediation where necessary (e.g., booting into safe mode, offline scanning).
· Rebuild or reimage compromised machines if cleaning is insufficient or integrity is questionable.
· Change all credentials (passwords, tokens, keys) associated with compromised accounts or systems. If it’s unclear which accounts were compromised, organization wide resets should be considered.
· Verify system integrity and functionality before returning devices to production.
· Monitor systems closely post-recovery for signs of reinfection.
Post-Incident Analysis and Risk Mitigation
· Conduct an After-Action Review, including a Root Cause Analysis (RCA), to identify infection vectors, weaknesses exploited, and detection gaps.
The specific strategies which should be implemented will depend on the findings of the RCA, but strategies to consider include the following:
· Update security policies, incident response procedures, and playbooks based on findings.
· Provide targeted security awareness training to users focused on identified risks (e.g., phishing, unsafe downloads).
· Strengthen technical controls:
· Deploy and update malware detection/prevention tools.
· Harden endpoint and network configurations.
· Implement network segmentation and access controls.
· Enforce least privilege access and multi-factor authentication.
· Regularly test incident response readiness with exercises and simulations.
· Review and enhance backup and recovery processes to ensure business continuity.
· Document lessons learned and share with relevant stakeholders.

Malware outbreak checklist
Containment
For unaffected devices:
☐Disconnect from network or isolate via VLAN
☐Power down unused devices as appropriate
☐Disable cloud sync services
For affected devices:
☐Disconnect all network connections (wired, Wi-Fi, Bluetooth)
☐Avoid powering down unless absolutely necessary
☐If shutting down, document action with time and reason
☐Disable cloud sync to prevent spread
☐Block known malicious IPs/domains on firewall/gateway
☐Consult forensic/cyber incident response team before containment steps that might trigger malware payloads
Evidence Collection and Preservation
☐Do NOT run anti-malware or cleanup tools prior to imaging
☐Avoid OS or hardware changes, including updates or patches
☐Capture volatile memory (RAM) if possible
☐Create forensic disk images (bit-by-bit copy) of affected devices
☐Collect system logs, registry files, and other relevant artifacts
☐Maintain chain of custody documentation for all evidence
☐Store evidence securely with restricted access
Eradication and Recovery
☐Compile inventory of affected devices and systems
☐Keep devices isolated until malware removal is confirmed
☐Run trusted and updated anti-malware or EDR tools for malware removal
☐Perform manual remediation steps if required (safe mode scans, offline cleaning)
☐Rebuild or reimage devices if necessary
☐Reset/change all passwords and credentials related to compromised accounts
☐Validate system integrity and functionality post-remediation
☐Monitor systems post-recovery for signs of reinfection
Post-Incident Actions
☐Conduct root cause analysis to determine infection vector and gaps
☐Update security policies and incident response procedures accordingly
☐Provide targeted user training addressing the specific malware incident
☐Enhance technical controls (malware detection, network segmentation, access controls)
☐Test incident response readiness with exercises or simulations
☐Review backup and recovery processes for improvements
☐Document lessons learned and share with relevant stakeholders


[bookmark: _Toc112330959]Attachment C – Network or System Intrusion Response Strategies
Network or System Intrusion Response Strategies
Containment Strategies
· Block source IP addresses and other malicious network indicators to immediately prevent further intrusion or lateral movement.
· Disconnect affected device(s) from all network connections (wired and wireless) to isolate them from the environment while preserving evidence.
· Hibernate affected devices instead of rebooting or shutting down immediately to preserve volatile memory (RAM), which may contain critical forensic evidence such as running processes, network connections, and malware artifacts.
· Disconnect or shut down devices on the network that are not infected but could be vulnerable or at risk, to limit exposure.
· Temporarily disable network shares, remote access services, and cloud syncing to prevent the attacker from spreading or exfiltrating data.
· Document all containment actions in real-time for chain-of-custody and post-incident review.
· Consider network segmentation and applying firewall rules dynamically to contain threats without impacting business-critical systems more than necessary.

Evidence Collection and Preservation Strategies
· Document (photographs or video) the affected devices’ physical condition, connections, and any displayed alerts or messages (e.g., error screens, intrusion warnings).
· Maintain affected devices in their current power state as long as possible to preserve volatile data critical for forensic analysis.
· If shutdown is absolutely necessary, power off using the hardware power button or unplug the device instead of software shutdown commands to avoid alteration of logs or artifacts.
· Physically secure affected devices and related evidence to prevent tampering or loss, using locked rooms or evidence bags as per organizational policies.
· Avoid direct interaction with affected devices; all forensic work should be performed on forensic images or virtual copies to preserve original data integrity.
· Collect detailed metadata from affected devices, including:
· File system condition and timestamps
· Access logs and audit trails
· System event logs (e.g., Windows Event Viewer, syslog)
· Indicators of commands issued, including shutdowns or file deletions
· Attempts to copy or move files externally
· Avoid making any modifications to the operating system, hardware, or software, including patching, updating, or running antivirus scans before evidence collection is complete.
· Use standardized forensic imaging tools to create bit-for-bit copies of affected storage media and memory dumps following established chain-of-custody procedures.
· Maintain a documented evidence handling and chain-of-custody log.
· Utilize trusted and tested forensic tools consistent with organizational policy.
· Engage internal or external digital forensic experts as appropriate.

Recovery Strategies
· Restore lost or damaged network assets in coordination with data loss prevention (DLP) tools and backup systems, ensuring restored systems are free of compromise before reintroduction.
· Replace any compromised hardware if integrity cannot be guaranteed or forensic requirements dictate.
· Gradually restore network connectivity and services with monitoring enabled to detect any signs of lingering compromise.
· Validate system integrity and confirm removal of all malicious artifacts before returning systems to production.
· Apply security patches and updates only after forensic activities and evidence preservation are complete.
· Follow documented change control and configuration management procedures during recovery.
· Validate recovery actions with vulnerability scanning and penetration testing as needed.

Post-Incident Risk Mitigation Strategies
· Conduct a thorough post-incident review and root cause analysis to identify security gaps and weaknesses exploited during the intrusion.
· Implement corrective actions to close identified security gaps, such as updating firewall rules, patching vulnerabilities, enhancing logging and monitoring, or adjusting network segmentation.
· Enhance employee awareness and training programs to improve detection and reporting of intrusion attempts and suspicious activity.
· Review and update incident response and recovery plans based on lessons learned.
· Increase continuous monitoring capabilities to detect future intrusion attempts promptly.

Network or System Intrusion Response Strategies Checklist
Containment Strategies
☐Block source IP addresses and other malicious network indicators immediately
☐Disconnect affected device(s) from wired and wireless networks
☐Hibernate affected devices to preserve volatile memory (avoid reboot/shutdown)
☐Disconnect or shut down non-affected but at-risk devices as needed
☐Temporarily disable network shares, remote access services, and cloud syncing
☐Document all containment steps with timestamps and responsible personnel

Evidence Collection and Preservation Strategies
☐Take photographs/videos of affected devices’ physical condition and surroundings
☐Keep affected devices powered on in current state as long as possible
☐If shutdown is necessary, use hardware power button or unplug (avoid software shutdown)
☐Physically secure affected devices to prevent tampering or loss
☐Do not work directly on affected devices—perform forensic work on copies/images
☐Collect metadata including file conditions, access logs, event logs, and system commands
☐Avoid modifying OS, hardware, or software (no updates, patches, or scans before imaging)
☐Create forensic images of storage and memory using approved tools and procedures
☐Maintain chain-of-custody documentation for all evidence collected

Recovery Strategies
☐Restore lost or damaged assets using backups and/or DLP tools
☐Replace compromised hardware if needed
☐Restore network connectivity gradually with enhanced monitoring enabled
☐Validate system integrity and confirm removal of malware/artifacts
☐Apply security patches and updates only after forensic work is complete
☐Follow change control and configuration management procedures during recovery

Post-Incident Risk Mitigation Strategies
☐Conduct root cause analysis and post-incident review
☐Identify and close security gaps discovered during analysis
☐Update firewall rules, patch vulnerabilities, and improve monitoring as needed
☐Enhance employee training to recognize intrusion attempts
☐Review and update incident response and recovery plans based on lessons learned
☐Implement continuous monitoring for early detection of future intrusions

[bookmark: _Toc112330960]

Attachment D – Denial of Service Response Strategies
Distributed Denial of Service (DDoS) Response Strategies
Containment Strategies
· Recognize that DDoS attacks generally do not “propagate” like malware and thus traditional containment actions (e.g., isolating infected devices) are not applicable.
· Activate DDoS mitigation controls early, such as traffic filtering, rate limiting, or traffic rerouting.
· Leverage upstream filtering or scrubbing services provided by ISPs or third-party mitigation vendors to block or absorb malicious traffic before it reaches internal networks.
· Implement firewall and router rules to block or limit traffic from identified malicious IP addresses or IP ranges.
· Engage Internet Service Provider (ISP) to support filtering or rate limiting at their edge if internal resources are insufficient.

Evidence Collection and Preservation Strategies
· Collect and preserve a broad set of logs relevant to the attack, including:
· Application logs (e.g., web application firewalls, load balancers)
· System logs (server OS event logs)
· Firewall and router logs (including denied or rate-limited connections)
· Network flow data (NetFlow, sampled flow (sFlow)) for traffic volume and pattern analysis
· Web server logs (HTTP request logs)
· Audit logs for user and system activity during the incident
· Virtual Machine (VM) or cloud infrastructure logs if applicable
· Document the timeline of attack onset, mitigation steps taken, and their effectiveness.
· Secure logs and data to prevent tampering and support post-incident forensic and legal needs.

Recovery Strategies
· Coordinate with web hosting providers and ISPs to block malicious IP addresses or ranges.
· Restart or reload firewall and mitigation appliances to clear stale connections and apply updated rules.
· Work closely with ISP if they have temporarily blocked legitimate traffic to the agency, ensuring legitimate access is restored promptly.
· Gradually restore normal traffic flow while monitoring for signs of renewed attack activity.
· Validate system and network availability through testing after restoration.

Post-Incident Risk Mitigation Strategies
· Review the attack vector(s) and characteristics to identify weaknesses in existing protections.
· Upgrade or implement enhanced DDoS protection services, such as cloud-based scrubbing centers, advanced firewalls with application layer filtering, or behavioral analytics.
· Establish or refine incident detection and alerting mechanisms to enable faster response.
· Develop or update a DDoS-specific incident response plan including escalation paths and communication protocols.
· Conduct regular training and tabletop exercises to prepare response teams for DDoS events.
· Evaluate and implement redundancy and failover mechanisms, such as load balancing across multiple data centers or CDNs, to improve resilience.


Distributed Denial of Service (DDoS) Response Strategies Checklist
Containment Strategies
☐Confirm attack type is DDoS; note that containment of “infected devices” is generally not required
☐Activate existing DDoS mitigation controls (traffic filtering, rate limiting)
☐Engage upstream filtering or scrubbing services (ISP or third-party)
☐Block or limit traffic from malicious IP addresses/ranges via firewalls or routers
☐Coordinate with ISP for edge filtering or rate limiting support

Evidence Collection and Preservation Strategies
☐Collect application logs (WAF, load balancers)
☐Collect system logs from affected servers and infrastructure
☐Secure firewall and router logs showing blocked or rate-limited connections
☐Acquire network flow data (NetFlow, sFlow) if available
☐Secure web server and audit logs related to attack timeline
☐Document timeline of attack onset and mitigation steps
☐Secure all collected logs to prevent tampering

Recovery Strategies
☐Coordinate with web hosts and ISPs to block attacker IPs
☐Restart or reload firewalls and mitigation devices to clear stale sessions
☐Work with ISP to lift any unintended blocks on legitimate traffic
☐Gradually restore normal traffic and monitor for further attacks
☐Validate system and network availability post-recovery

Post-Incident Risk Mitigation Strategies
☐Conduct post-mortem analysis of attack vector and response effectiveness
☐Upgrade or implement enhanced DDoS protection services (cloud scrubbing, advanced firewalls)
☐Improve detection and alerting for DDoS events
☐Update DDoS incident response plan and communication protocols
☐Conduct DDoS response training and tabletop exercises regularly
☐Assess and implement redundancy, failover, and CDN/load balancing strategies
· 
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Ransomware Response Strategies
Containment Strategies
Objective: Limit ransomware spread, protect critical assets, and preserve evidence.
· Immediately disconnect affected devices from the network to prevent lateral propagation.
· Hibernate affected devices to preserve volatile memory. Prior to hibernation, capture memory dumps and live forensic data where feasible.
· Instead of shutting down all unaffected devices, isolate potentially impacted network segments or critical systems to reduce operational disruption while limiting attack spread.
· Avoid rebooting or repeatedly powering on infected machines, as this may reinitiate ransomware encryption or trigger payloads.
· Disable network shares and cloud syncing services immediately to prevent ransomware from encrypting shared files. Also, restrict use of administrative tools (e.g., PowerShell, WMI) that may aid malware propagation.
· Block source IP addresses and domains associated with ransomware C2 infrastructure using firewalls and threat intelligence feeds.
· For devices not in use, power them off completely to minimize attack surface; for devices kept on, apply strict network access controls and disable unnecessary services.
· Implement network segmentation and micro-segmentation where possible to contain infections and restrict lateral movement.

Evidence Collection and Preservation Strategies
Objective: Preserve critical forensic evidence without contamination.
· Avoid shutting down affected devices unless absolutely necessary.
· Prioritize capturing volatile data (memory, running processes, network connections) using trusted forensic tools before taking other actions.
· Document and visually capture ransom notes and any on-screen messages.
· Collect relevant network traffic logs and endpoint telemetry for broader context.
· Do not run anti-malware or remediation tools immediately after detection to avoid overwriting evidence; instead, use specialized forensic triage tools.
· Avoid applying OS or hardware updates or changes until evidence is collected.
· Save a copy of the Windows registry, event logs, scheduled tasks, services, and autoruns to identify persistence mechanisms.
· Use write blockers and forensic imaging tools when collecting disk images to maintain evidence integrity.
· Maintain detailed timestamps and chain-of-custody documentation for all forensic activities.

Recovery Strategies
Objective: Restore systems securely and resume business operations.
· Identify trigger files or ransomware executables on infected devices to determine ransomware strain.
· Utilize vendor threat intelligence and public decryption tool repositories (e.g., No More Ransom) to find known decryption keys or solutions.
· Coordinate with law enforcement and cybersecurity partners for access to keys or additional guidance.
· Analyze file ownership, permissions, and audit logs to determine affected users and track lateral movement or privilege escalation.
· Rebuild infected devices using verified clean media, ensuring full malware removal.
· Thoroughly test backups in isolated environments to confirm integrity and absence of ransomware prior to restoration.
· Restore data from clean backups in a predefined, prioritized sequence to maintain system dependencies.
· Enforce a formal password reset policy for all users, especially those affected or with elevated privileges, incorporating multi-factor authentication (MFA) where possible.
· Carefully consider the legal, operational, and ethical implications of ransom payment, involving executive leadership, legal counsel, and, if applicable, insurance providers; treat payment as a last resort.

Post-Incident Risk Mitigation Strategies
Objective: Improve organizational resilience and prevent recurrence.
· If backups were missing, corrupted, or encrypted, revise backup strategies to include more frequent verification and implementation of immutable backups (e.g., offline or write-once-read-many storage).
· Conduct a formal post-incident review with IT, security, legal, and business stakeholders to identify root causes, response gaps, and lessons learned.
· Update incident response plans, playbooks, and security policies based on review findings.
· Enhance preventive controls by deploying or improving:
· Network segmentation and micro-segmentation
· Endpoint detection and response (EDR) solutions
· Application allowlisting
· Phishing-resistant MFA
· Conduct regular ransomware tabletop exercises and phishing simulations to prepare personnel and improve detection and response capabilities.
· Integrate threat intelligence feeds into security monitoring tools for proactive ransomware detection.


Ransomware Incident Checklist
Containment	
☐Disconnect infected devices; hibernate and capture volatile data
	☐Isolate affected network segments instead of shutting down all devices
	☐Avoid rebooting or repeated powering on of infected machines
	☐Disable network shares, cloud syncing, and restrict admin tools usage
	☐Block ransomware source IPs/domains with threat intelligence
	☐Power off unused devices or restrict network access
	☐Implement network segmentation and micro-segmentation
Evidence Preservation	
☐Avoid shutting down devices; capture volatile memory
	☐Document ransom notes; collect network and endpoint telemetry
	☐Avoid running anti-malware initially; use forensic triage tools
	☐Save registry, event logs, autoruns, and other persistence data
	☐Use write blockers and forensic imaging; maintain chain-of-custody
Recovery	
☐Identify ransomware strain and trigger files
	☐Use threat intelligence and decryption repositories
	☐Coordinate with law enforcement and cybersecurity partners
	☐Analyze ownership, permissions, and audit logs
	☐Rebuild devices with verified clean media
	☐Test backups in isolated environments
	☐Restore data from clean backups in prioritized order
	☐Enforce password resets and MFA
	☐Evaluate ransom payment risks with leadership and legal input
Post-Incident Mitigation	
☐Revise backup procedures; implement immutable backups
	☐Conduct formal post-incident reviews
	☐Update IR plans and policies
	☐Enhance segmentation, EDR, allowlisting, and MFA
	☐Conduct tabletop exercises and phishing simulations
	☐Integrate threat intelligence into monitoring
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Phishing Response Strategies
Containment Strategies
· Immediately change login credentials for all affected user accounts to prevent unauthorized access.
· Temporarily reduce or restrict access of affected users to critical services, systems, or sensitive data until the investigation confirms no compromise.
· Block malicious domains at DNS, firewall, or proxy levels to prevent further communication with phishing infrastructure.
· Use email gateways or security services to block additional messages matching characteristics of the phishing email, including sender addresses, message bodies, subjects, links, and attachments.
· Alert and warn other users within the organization about the phishing attempt and provide guidance on identification and reporting.
· Purge or quarantine related phishing messages from other users’ inboxes or restrict access to prevent inadvertent clicks or spread.
· Increase detection and alert levels by enhancing monitoring of related accounts, domains, IP addresses, and anomalous behaviors to detect potential follow-up or lateral phishing attempts.

Evidence Collection and Preservation Strategies
· Avoid running anti-malware or automatic cleanup tools before evidence is collected, as these can remove or alter crucial forensic artifacts.
· Preserve phishing email attachments, such as fake invoices, payment documents, or malicious files, for analysis.
· Document and analyze phishing URLs carefully, noting common disguises such as URL obfuscation, homoglyphs, or redirects to malicious domains.
· Record email timestamps (sent and received) to build an accurate incident timeline and potentially infer attacker time zones.
· Analyze email headers thoroughly, including Envelope-From, Return-Path, Reply-To, and Received-From fields, to identify the true sender or origin of the phishing email despite spoofing.
· Inspect additional, less common headers such as X-PHP-SCRIPT and X-ORIGINATING-SCRIPT, which can provide unique insights into the mail server scripts or originating IP addresses.
· Quarantine or isolate suspicious emails and associated documents to prevent further spread or accidental execution.
· Implement forensic holds or retain copies of phishing emails and associated logs to support investigation and potential legal action.
· Avoid making changes to operating systems or hardware (e.g., patching or updates) until forensic evidence is collected to avoid overwriting critical data.

Recovery Strategies
· If systems or data were not compromised following the phishing attack, no technical recovery steps are necessary.
· If compromise is detected, follow applicable incident response and recovery procedures to remediate and restore affected systems.

Post-Incident Risk Mitigation Strategies
· Perform a root cause analysis to determine if any security controls failed or gaps were exploited; implement corrective actions promptly.
· Provide organization-wide refresher training for all staff on phishing identification, prevention, and reporting protocols.
· Ensure IT and security personnel remain current on emerging phishing techniques, trends, and mitigation strategies.
· Verify that all systems have current software updates and anti-malware signatures to reduce susceptibility to phishing-related malware.


Phishing Response Strategies Checklist
Containment Strategies
☐Change login credentials for affected user accounts immediately
☐Restrict access of affected users to critical systems/data pending investigation
☐Block malicious domains via DNS, firewalls, or proxies
☐Block related phishing emails via email gateway filters (sender, subject, links, attachments)
☐Alert users to watch for and report similar phishing attempts
☐Purge or quarantine phishing messages from other inboxes
☐Increase monitoring and alert levels on related accounts, IPs, and domains

Evidence Collection and Preservation Strategies
☐Avoid running anti-malware or automatic cleanup tools before evidence collection
☐Preserve phishing email attachments and suspicious documents
☐Document and analyze phishing URLs for obfuscation or redirects
☐Record timestamps of phishing emails (sent and received)
☐Extract and analyze full email headers (Envelope-From, Return-Path, Reply-To, Received-From)
☐Review additional headers (X-PHP-SCRIPT, X-ORIGINATING-SCRIPT) if present
☐Quarantine suspicious emails and attachments securely
☐Implement forensic hold on phishing-related evidence and logs
☐Avoid OS or hardware changes until forensic evidence is collected

Recovery Strategies
☐Confirm if phishing attack caused system/data compromise
☐If no compromise, no recovery needed
☐If compromise detected, execute remediation and recovery procedures

Post-Incident Risk Mitigation Strategies
☐Identify and fix failed security controls or gaps revealed by incident
☐Conduct phishing awareness refresher training for all staff
☐Keep IT/security staff updated on current phishing tactics and mitigation
☐Verify deployment of latest software patches and anti-malware signatures organization-wide
1. 
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IT Policy Violations Response Strategies
Containment Strategies
· Immediately ensure that staff members, contractors, or vendors found violating IT policies cease the prohibited actions without delay.
· If necessary, suspend or restrict access privileges of individuals involved pending further investigation to prevent further policy breaches or potential harm.
· Communicate clearly with involved parties about the violation and the immediate actions taken to contain risk.

Evidence Collection and Preservation Strategies
· Document comprehensive details of the incident including:
· Exact date and time the violation was observed or reported
· Identities and roles of individuals involved (staff, vendors, etc.)
· Specific equipment, systems, or resources implicated
· Detailed description of the violation, including how and when it occurred
· Impact assessment describing any direct or indirect effects on agency operations, systems, or data integrity
· Secure any relevant logs, emails, access records, or other digital evidence supporting the investigation.
· Maintain chain-of-custody for all evidence collected to ensure admissibility and integrity in case of disciplinary or legal action.

Recovery Strategies
· If the violation did not compromise systems, data, or security posture, no technical recovery is required.
· If compromise or damage is detected, initiate appropriate incident response and remediation processes aligned with agency protocols.
· Restore any disrupted services or access permissions after verification of compliance.

Post-Incident Risk Mitigation Strategies
· Review existing technological controls and implement detection or prevention mechanisms (e.g., Data Loss Prevention (DLP), endpoint monitoring, automated policy enforcement) where feasible to reduce recurrence risk.
· Ensure IT and security policies are clear, up to date, accessible, and communicated effectively to all personnel and third parties.
· Conduct targeted refresher training and awareness programs for individuals involved and, as appropriate, for the wider staff to reinforce policy understanding and compliance.
· Implement or enhance monitoring and auditing capabilities to identify future violations early.
· Establish a consistent and transparent disciplinary process aligned with agency policies and legal requirements.


IT Policy Violations Response Strategies Checklist
Containment Strategies
☐Immediately instruct violators to cease policy-violating activities
☐Suspend or restrict access of violators if risk warrants
☐Notify involved parties of containment actions

Evidence Collection and Preservation Strategies
☐Record exact date/time of policy violation
☐Document identities and roles of individuals involved
☐Note equipment, systems, or resources involved
☐Provide detailed description of violation and impact on agency
☐Secure relevant logs, emails, and digital evidence
☐Maintain chain-of-custody for collected evidence

Recovery Strategies
☐Confirm whether systems, data, or security posture were compromised
☐If compromised, initiate incident response and remediation
☐Restore disrupted services/access after compliance verification

Post-Incident Risk Mitigation Strategies
☐Implement technical controls to detect or prevent similar violations
☐Review and update agency IT/security policies for clarity and accessibility
☐Provide refresher training to violators and relevant staff
☐Enhance monitoring and auditing to identify future violations early
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