Cybersecurity Supply Chain Risk Management
Policy Template
Authority and Compliance
· Policies
· [Transit Agency ABC’s] Enterprise Risk Management Policy 
· [Transit Agency ABC’s] Information Security Policy 
· Guidelines
· NIST 800-53, Revision 5: SR-1, PM-9, PM-30, PS-8, SI-12
· NIST 800-161, Revision 1: Appendix C
Description
[Transit Agency ABC] is concerned about the risks in the products and services purchased, used, and provided to transit riders.
The policy objective of [Transit Agency ABC’s] Cybersecurity Supply Chain Risk Management (C-SCRM) Program is to successfully implement and sustain the capability of providing improved assurance that the products and services used and provided by [Transit Agency ABC] are trustworthy, appropriately secure and resilient, and able to perform to applicable quality standards. 
The establishment and sustainment of an enterprise-wide C-SCRM Program will enable [Transit Agency ABC’s] risk owners to identify, assess, and mitigate supply chain risk to the agency’s assets, functions, and associated services.
Each business area within [Transit Agency ABC]:
· plays an important role in ensuring the agency can meet its C-SCRM objectives. A key component of delivering transit service involves coordinating among multiple suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service providers;
· recognizes that the realization of cybersecurity risks throughout the supply chain may disrupt or completely inhibit [Transit Agency’s ABC’s] ability to deliver consistent, secure and reliable transit service;
· will establish C-SCRM processes and practices that allow for the assessment, response, and monitoring of cybersecurity risks associated with their suppliers.
A few of [Transit Agency ABC’s] business areas serve a critical function in meeting the agency’s C-SCRM objectives.  Specifically:
· [Transit Agency ABC’s] procurement staff play a critical role in minimizing the risks associated with the suppliers selected to provide needed products and services.
· [Transit Agency ABC’s] IT support staff provide technical expertise to procurement and the other business areas in evaluating the cybersecurity posture of current and prospective suppliers and identifying appropriate risk mitigation strategies where necessary.
Policy
[Transit Agency ABC’s] C-SCRM Program is established to implement and sustain the capability to: 
· Assess and provide appropriate risk response to cybersecurity risks that arise from the acquisition and use of products and services
· Prioritize assessments of cybersecurity risks throughout the supply chain and risk response actions based on criticality assessments of the mission, system, component, service, or asset
· Develop an overall C-SCRM strategy and high-level implementation plan, policies, and processes
· Integrate supply chain risk management practices throughout the acquisition and asset management life cycle of products and services the agency needs
· Share C-SCRM information in accordance with industry-wide criteria and guidelines
· Guide and oversee implementation progress and program effectiveness
The C-SCRM Program shall: 
· Be centrally led and coordinated by designated senior leadership who shall function as [Transit Agency ABC’s] C-SCRM Program Executive and chair the C-SCRM Program Management Office (PMO)
· Leverage and be appropriately integrated into [Transit Agency ABC’s] existing risk management and decision-making governance processes and structures
· Reflect a team-based approach and be collaborative, interdisciplinary, and intra-enterprise in nature and composition
· Incorporate a level risk management approach that is consistent with the NIST Risk Management Framework and NIST SP 800-161, Rev. 1
· Implement codified and regulatory C-SCRM requirements and industry-wide and enterprise-specific policy direction, guidance, and processes
[Transit Agency ABC’s] procurement staff shall:
· Operate in accordance with the requirements and guidance set forth by the agency’s C-SCRM Program
· Work with the IT support staff to:
· establish appropriate assessment methodologies for prospective suppliers
· establish minimum cybersecurity expectations for each procurement
· establish the scoring weight which will be given to each supplier’s cybersecurity posture in competitive procurements
· Provide periodic C-SCRM status reports to the C-SCRM PMO
[Transit Agency ABC’s] IT support staff shall:
· Operate in accordance with the requirements and guidance set forth by the agency’s C-SCRM Program;
· Work with the procurement department to:
· establish appropriate assessment methodologies for prospective suppliers
· evaluate the cybersecurity posture of prospective suppliers
· establish minimum cybersecurity expectations for each procurement
· establish the scoring weight which will be given to each supplier’s cybersecurity posture in competitive procurements
· Work with other business areas (e.g., operations, human resources, accounting etc.) to:
· establish appropriate assessment methodologies for current suppliers
· evaluate the cybersecurity posture of current suppliers
· establish strategies for mitigating identified cybersecurity risks for current suppliers
· Provide periodic C-SCRM status reports to the C-SCRM PMO
Each business areas within [Transit Agency ABC] shall:
· Operate in accordance with the requirements and guidance set forth by the agency’s C-SCRM Program
· Apply the C-SCRM practices and capabilities needed to assess, respond to, and monitor cybersecurity risks arising from pursuit of the core objectives of their area
· Integrate C-SCRM activities into business area activities to support the agency’s objective to manage cybersecurity risks throughout the supply chain
· Assign and dedicate the resources needed for coordinating C-SCRM activities within their business area
· Ientify the business area’s critical suppliers
· Work with the IT support staff to:
· assess the level of risk exposure that arises from the relationship with their suppliers
· implement risk response efforts to reduce exposure to cybersecurity risks throughout the supply chain
· monitor ongoing cybersecurity risk exposure through each supplier’s life cycle
· Provide periodic C-SCRM status reports to the C-SCRM PMO
Roles and Responsibilities
The roles for [Transit Agency’s] S-SCRM policy are listed in Table 1.
	Role
	Name
	Phone
	Email

	C-SCRM Program Executive
	
	
	

	C-SCRM Procurement Lead
	
	
	

	C-SCRM IT Support Lead
	
	
	

	C-SCRM Leads for Other Departments 
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The responsibilities for each role are defined below:
The C-SCRM Program Executive shall be responsible for: 
· Leading the establishment, development, and oversight of the C-SCRM Program in coordination and consultation with designated C-SCRM Leads
· Establishing and serving as the Chair of the C-SCRM PMO. This team will be comprised of the chair and the designated C-SCRM Leads and will be responsible for developing and coordinating C-SCRM strategy, implementation plans, and actions that address C-SCRM-related issues
· Escalating and/or reporting C-SCRM issues to Senior Officials, as may be appropriate
The C-SCRM Procurement Lead shall be responsible for: 
· Operating in accordance with the requirements and guidance set forth by [Transit Agency ABC’s] C-SCRM Program
· Collaborating with the C-SCRM Program Management Office (PMO) to apply the C-SCRM practices and capabilities needed to assess, respond to, and monitor cybersecurity risks arising from pursuit of procurement’s core objectives
· Integrate C-SCRM activities into applicable procurement activities to support [Transit Agency ABC’s] objective to manage cybersecurity risks throughout the supply chain 
· Assign and dedicate the resources needed for coordinating C-SCRM activities within procurement
· Ensuring procurement staff are aware of the cybersecurity concerns associated with the supply chain and the objectives of C-SCRM
· Monitor [the mission and business process’s] ongoing cybersecurity risk exposure in the supply chain profile, and provide periodic reporting to identified enterprise risk management and C-SCRM stakeholders
The C-SCRM IT Support Lead shall be responsible for: 
· Operating in accordance with the requirements and guidance set forth by [Transit Agency ABC’s] C-SCRM Program
· Collaborating with the C-SCRM Program Management Office (PMO) to apply the C-SCRM practices and capabilities needed to assess, respond to, and monitor cybersecurity risks arising from pursuit of IT’s core objectives 
· Integrating C-SCRM activities into applicable activities to support [Transit Agency ABC’s] objective to manage cybersecurity risks throughout the supply chain
· Assigning and dedicating the resources needed for coordinating C-SCRM activities within IT
· Identifying IT’s critical suppliers, and assess the level of risk exposure that arises from that relationship
· Implementing risk response efforts to reduce exposure to cybersecurity risks throughout the supply chain
· Ensuring IT staff are aware of the cybersecurity concerns associated with the supply chain and the objectives of C-SCRM
· Monitoring IT’s ongoing cybersecurity risk exposure in the supply chain profile, and provide periodic reporting to identified enterprise risk management and C-SCRM stakeholders
The C-SCRM Leads for other business areas shall be responsible for: 
· Operating in accordance with the requirements and guidance set forth by [Transit Agency ABC’s] C-SCRM Program
· Collaborating with the C-SCRM Program Management Office (PMO) to apply the CSCRM practices and capabilities needed to assess, respond to, and monitor cybersecurity risks arising from pursuit of their department’s core objectives
· Integrating C-SCRM activities into applicable department level activities to support [Transit Agency ABC’s] objective to manage cybersecurity risks throughout the supply chain
· Assigning and dedicating the resources needed for coordinating C-SCRM activities within their business area
· Identifying the critical suppliers for their business area
· Ensuring staff in their business area are aware of the cybersecurity concerns associated with the supply chain and the objectives of C-SCRM
· Working with the IT support staff to:
· assess the level of risk exposure that arises from their suppliers
· implement risk response efforts to reduce exposure to cybersecurity risks throughout the supply chain
· to monitor ongoing cybersecurity risk exposure in the supply chain
Definitions
Cybersecurity Supply Chain Risk Assessment: A systematic examination of cybersecurity risks throughout the supply chain, the likelihoods of their occurrence, and potential impacts.
Cybersecurity Supply Chain Risk Management (C-SCRM): A systematic process for identifying and assessing susceptibilities, vulnerabilities, and threats throughout the supply chain and implementing strategies and mitigation controls to reduce risk exposure and combat threats.
C-SCRM Program Management Office (PMO): The group within [Transit Agency ABC] responsible for overseeing the C-SCRM program and establishing C-SCRM policies
Risk Owner: A person or entity with the accountability and authority to manage a risk.
Revision and Maintenance
[Transit Agency ABC’s] C-SCRM policy must be reviewed on an annual basis, at minimum, since changes to laws, policies, standards, guidelines, and controls are dynamic and evolving. Additional criteria that may trigger interim revisions include: 
• A change of policies that impact the C-SCRM policy, 
• Significant C-SCRM events
• The introduction of new technologies
• The discovery of new vulnerabilities
• Operational or environmental changes
• Shortcomings in the C-SCRM policy
• A change of scope, and 
• Other enterprise-specific criteria

A historic list of the versions for this document are provided below in Table 1.
	Version
	Date
	Description of Change(s)
	Changes made by Name/Title

	1.0
	10/9/2024
	Initial Creation of the C-SCRM Policy Template
	Cybersecurity Task Force

	2.0
	
	Initial Agency Version.  Modifications to the template included:
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