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Welcome

to E/L/K 1302: Continuity Program Managers Course! 

This course is intended for continuity practitioners responsible for the 

oversight and management of an organizational continuity program. 

2

STUDENT NOTES:

• Welcome to this course!

• As prerequisites, please complete the IS-1300: Introduction to Continuity of Operations and E/L

1301: Continuity Planning courses.

• The topics to be reviewed in this course are as follows:

o Continuity program roles and responsibilities

o Planning, Programming, Budgeting, and Execution

o Building a continuity program

o Multi-year strategic planning

o Gaining buy-in

o Technical assistance and evaluations

o Continuity program readiness and preparedness

o Continuity program management during and after a disruption

o Capstone exercise

22025
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Course Goal

The goal of this course is to provide Continuity Planners and 

Continuity Program Managers with the necessary knowledge, 

skills, and tools to develop a continuity program that supports 

the resilience of an organization’s essential functions. 

3

STUDENT NOTE:

• In the next few slides, we will discuss the course objectives, which will explain how we aim to

accomplish this goal.
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STUDENT NOTE:

• This course builds upon E/L/K 1301. The topics presented in this course are programmatic in

nature rather than building a continuity plan.

Course Objectives

At the end of this course, you will be able to:

1. Define continuity program management and the Planning, Programming,

Budgeting, and Executing (PPBE) process.

2. Identify the groundwork for establishing a continuity program.

3. Describe the activities across the planning factors that support the

continuity program during the Readiness and Preparedness phase of

continuity.

4. Identify strategies for gaining or increasing buy-in for a continuity program.

5. Identify the benefits of and methods for conducting technical assistance

and evaluation activities.

6. Differentiate between activities in the Activation and Continuity Operations

phases of continuity.

4
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Administrative Information

• Hours

• Evacuation routes and fire exits

• Restrooms

• Breaks and lunch

• Please put your cell phone on vibrate!

5
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Introductions

Please share your:

• Name

• Organization

• Role in continuity (e.g., planner, program manager)

• Greatest need from this course

6
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Pre-Test: Knowledge Check

At this time, take 15 minutes to complete the pre-

test. This test is intended to gauge your knowledge 

of the course topics prior to beginning the course. 

7

STUDENT NOTES:

• The pre- and post-tests administered in this course are used to gauge your level of knowledge

before and after taking the course.

• These are not pass/fail tests; your final grade on either test is irrelevant.

• Do your best on both tests.
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UNIT 1:
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Unit 1 Objectives

At the end of this unit, you will be able to:

1. Identify the responsibilities of the Continuity Program Manager

and leadership and how they interact.

2. Describe Continuity Planning, Programming, Budgeting, and

Executing (PPBE) process.

9
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Discussion: Continuity Program Management 

• Describe your continuity program and the role you play

in managing it:

• Where in the organizational structure does your program reside?

• Is your program mandated by a legislative body?

• Do you perform multiple roles within your program?

• If you are not sure about your role or program, what

guidance or directives have you been given?

10
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Continuity Program Management

• Continuity programs coordinate and support

essential function resilience capability building

and evaluation.

• These programs coordinate with and support

Mission Owners and other leadership to ensure

the continued performance of essential functions

in accordance with mission requirements.

11

STUDENT NOTE:

• FCD: Federal Executive Branch Continuity Program Management Requirements (p. 15).
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Example: Continuity Roles

12

STUDENT NOTES:
• This is an example of an organization chart illustrating continuity roles.
• We recognize that this robust hierarchy is not applicable for all organizations; often one person

takes on many of these roles.
• Regardless of how many people assume these roles, each one is important to the organization’s

continuity plan. When possible, assign someone to each responsibility.
o Similar to the principles of the Incident Command System, fill only those roles that are

necessary for supporting your organization’s essential functions.
o The Program Manager serves as a conduit of information between leadership and those

personnel who are responsible for carrying out the tasks and activities of the continuity
program.

• The Continuity Coordinator is a mandated position for federal departments and agencies (D/As).
Non-federal organizations may have similar positions. For many local organizations, we
recognize that these positions are often just one person, such as a director who supports the
Continuity Program Manager.
o National Continuity Policy requires federal D/As to appoint a Continuity Coordinator at the

Assistant Secretary level. As a recommended best practice, D/As should consider appointing a
Continuity Program Manager to handle day-to-day management of the continuity program.

o Continuity Coordinator: The senior official responsible for coordinating with the
organization leadership and national continuity leadership to ensure the organization maintains
a viable and effective continuity program (FCD: Federal Executive Branch Continuity
Program Management Requirements).

• Typically, the organization’s leadership, the Continuity Coordinator, is responsible for setting the
vision of the continuity program. The vision is the 50,000-foot-level view of the direction and end
state of the program and should align with the organization’s mission.

• The Continuity Program Manager sets the program’s goals and objectives according to the vision.
We will talk more about setting goals and objectives later in this unit.

• Those positions in the hierarchy below the Program Manager are ultimately responsible for
supporting the performance of the essential functions. Remember, it takes the collective support
of all personnel within the organization to ensure resilience.
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City of Gushank Office of Public Safety Continuity Program

13

STUDENT NOTES:

• In our fictitious City of Gushank, originally introduced in IS-1300, the Office of Public Safety’s

continuity program resides within the Office of the Executive Director.

• The Executive Director serves as the Continuity Coordinator for the program.

• Note the addition of the legal representative: programs should consult with their organization’s

legal departments to approve elements of continuity such as orders of succession and delegations

of authority.

• Lessons learned during the COVID-19 pandemic: To keep facilities running, organizations still

needed many personnel to report to their primary location who were not part of the

ERG/continuity team/DERG staff or deemed essential. This resulted in organizations rethinking

how they classify personnel.
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Responsibilities of the Continuity Program Manager

• Develop, coordinate, and manage activities enabling the

performance of essential functions during a disruption to normal

operations.

• Oversee the development and updates of the continuity plan(s).

• Train and evaluate leadership and continuity personnel

• Identify site, equipment, systems, and personnel recommendations.

• Brief senior leadership, as required.

• Balance goals, schedule, and resources.

• Develop long-term continuity budget recommendations.

• Chair the organization’s continuity planning team and/or Continuity

Working Group (CWG).

Develops the system to 

achieve the program 

goal and then manages 

the team to complete it.

14

STUDENT NOTES:

• These are typically the Program Manager’s responsibilities; however, they may be divided among

different staff in your organization.

• Your organization may require different tasks of the Program Manager.
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Continuity Responsibilities of the Mission Owner

• Lead the business process analysis (BPA) and risk assessment/

business impact assessment (BIA).

• Ensure that continuity requirements are integrated into the

strategic, operational, and budget planning for each essential

function.

• Assist in identifying and implementing continuity options.

• Support organization-wide continuity initiatives.

• Coordinate with the Continuity Coordinator, the Continuity

Program Manager, and leadership.

15

Accountable for performing 

an essential function that 

must be sustained during 

or quickly resumed 

following a disruption to 

normal operations.

STUDENT NOTES:

• As subject matter experts, Mission Owners are best positioned to plan and advocate for their

respective essential functions as part of their leadership responsibilities.

• The list given is not all-inclusive. It is important to remember that most continuity activities

require collaboration and coordination between the Mission Owner and Continuity Program

Manager.

E/L/K 1302: Continuity Program Management
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STUDENT NOTES:

• Senior leaders are in the position of ensuring that the continuity planning process is designed to

carry out each of the organization’s essential functions.

• Senior leaders convey the message of support for continuity by communicating every day to

management and personnel that they are working in a well-organized, safe, and secure

environment. Having a robust and well-developed continuity plan that is supported by senior

leaders will help with getting the message out and ultimately buy-in from all personnel.

• Leadership can, and should, hold everyone in the organization accountable for continuity.

Continuity starts at the top, both in message and in action.

Role of the Organizational Leader

• Organizational leaders prioritize continuity by:

• Appointing a Continuity Coordinator and/or Program

Manager.

• Identifying and prioritizing essential functions.

• Monitoring the progress of continuity planning efforts,

clarifying issues, and approving the continuity plan.

• Ensuring budgetary and resource support.

• Identifying successors and delegations of authority.

• Approving the Multi-Year Strategic Plan (MYSP).

• Creating a “culture of continuity” by integrating continuity

planning into daily operations and directing staff participation

in the continuity program.

The City of Gushank 

Director of Public Safety is 

extremely engaged in the 

continuity program and 

regularly attends CWG 

meetings. 

16
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Coordination

• Essential function resilience is achieved

through the coordination and

collaboration between leadership,

including Mission Owners, and the

continuity program.

• Coordination occurs using the concept

known as Planning, Programming,

Budgeting, and Execution (PPBE).

17

STUDENT NOTES:

• FCD: Continuity Planning Framework for the Federal Executive Branch states that the purpose

of continuity is to maintain essential function resilience.

• To achieve essential function resilience, coordination must occur between leadership, including

Mission Owners, and personnel with assigned continuity roles and responsibilities.

E/L/K 1302: Continuity Program Management
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Program Management

18

STUDENT NOTES:

• The PPBE process is used to allocate resources, make decisions, and communicate continuity

program priorities.

• The following slides review each of these processes in detail.

E/L/K 1302: Continuity Program Management
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STUDENT NOTES:

• During this phase, short- and long-term budget and strategic planning activities are implemented

and monitored in order to assess impacts to essential function resilience from changing threats,

technology, and economic conditions.

• Unit 2 will detail the development of the planning activities associated with this process,

including the MYSP and project plans.

Planning

• This process identifies the short- and long-

term strategies for operational activities

and programmatic resource planning,

including:

• Multi-year strategic planning and project

planning.

• Monitoring the progress of

accomplishments.

• Remediating risks to program

implementation.

19
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Programming

• Programming translates priorities and guidance into specific

resource allocation decisions over a multi-year period.

• Organizations should build on the MYSP to establish program

management and execution metrics to ensure a successful

program.

• Continuity programs should establish investments necessary

for staff, equipment and systems, information and data, and

site construction/maintenance projects.

20

STUDENT NOTE:

• This phase of PPBE is how organizations will implement what they planned for during the

previous phase.

E/L/K 1302: Continuity Program Management
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STUDENT NOTES:

• It costs money to make an organization more resilient. Additional costs may be incurred for

continuity options such as establishing alternate sites and ensuring redundant communications

systems and information technology (IT) equipment.

• Although the Continuity Program Manager may not have a budget, they can provide leadership

with budgetary recommendations.

Discussion: Budgeting for Continuity

How does your 

organization budget 

for continuity-

related expenses?

21

212025

E/L/K 1302: Continuity Program Management



STUDENT NOTES:

• Function resilience requires continuity programs to invest in strategies that mitigate challenges,

threats, and hazards and aim to close gaps and address vulnerabilities.

• The continuity budget and expenditures should be a shared responsibility among all components

of the organization. The continuity budget is “all-encompassing.” Investments in continuity are

made to ensure the organization can continue its mission during both a steady state and a

disruption.

Budgeting and Acquisition

• Budgeting enables the organization to acquire the resources

needed to ensure the resilience of the essential functions

• Expenditures should be driven by the BPA, risk

assessment/BIA, Continuity Assessment Tool (CAT), and the

Continuous Improvement Plan.

• Organizations should integrate continuity into the existing

budget.

22
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Budgeting and Acquisition, cont.

Depending on your organization’s role in continuity, you may need to consider the 

following:

• Performance of essential functions

• Short- and long-term goals

• Equipment and systems

• Alternate site requirements

• Supplies, facilities, and fuel

• Training, course materials, and instructors

• Transportation, food, and lodging

• Technical assistance and evaluation activities

• Security

• Personnel

23

STUDENT NOTE:

• Consider using a recent disruption to normal operations (the COVID-19 pandemic, natural

disasters, localized utility failures, etc.) to emphasize the importance and justify the

funding/resourcing of continuity options, including upgrading equipment and sites.
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STUDENT NOTES:

• In an era of declining budgets, planners and managers can identify avenues to fund continuity

planning, equipment, and initiatives, including the following:

1. Explore grant funding. Continuity planning is an allowable use of funding under the

Homeland Security Grant Program (HSGP), the Emergency Management Performance Grant

(EMPG), and the Tribal HSGP. Each government agency sets its priorities for the use of

grant funding under both programs. Contact your jurisdiction’s grant funding program for

additional information and to determine if continuity needs will qualify.

2. Identify dual-use technology and resources. The acquisition and upgrade of equipment or

systems can benefit an organization’s continuity program if considered and planned for

accordingly. For example, when agency computers are due for a life cycle replacement,

replacing desktop computers with laptops can enable the flexibility and dispersion of

personnel. Similarly, upgrades or purchases of equipment benefit the entire organization;

therefore, the cost should be borne by the whole organization rather than one program.

3. Leverage low- or no-cost resources. FEMA offers free continuity training, tools, and

templates. Virtual training, such as internet-based courses or webinars, provides a low-cost

alternative. Teaming with other organizations through the use of mutual aid agreements, the

Emergency Management Assistance Compact (EMAC), and memorandums of

understanding/memorandums of agreement (MOUs/MOAs) is another low-cost method of

enhancing capabilities.

4. Integrate continuity in the existing budget. Oftentimes funding is set aside for activities

that serve a continuity purpose; however, they may not be earmarked as such: continuity

supports the performance of essential functions and could be included with essential function

budgets/line items.

Ideas for Acquiring Funds and Resources

• Explore grant funding.

• Identify multi-use technology and resources.

• Leverage low- or no-cost resources.

• Integrate continuity into the existing budget.

24
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Execution

• The process by which organizations allocate resources,

identify costs, and monitor performance to determine the

value and impact of essential function performance.

• During execution, organizations purchase or acquire

resources, pay staff, and procure or contract sites (as

needed).

• Execution includes accomplishing other planned actions for

the organization’s continuity program, such as scheduling a

training, exercise, or assessment activity.

25

STUDENT NOTES:

• Organizations execute their planned continuity activities against their programmed budget.

• Expenditures should align with strategic and leadership priorities.

E/L/K 1302: Continuity Program Management
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Unit 1 Knowledge Check

1. Which of these is NOT a responsibility of the Program

Manager?

A. Coordinate activities to enable the performance of

essential functions during a continuity event.

B. Oversee the development and update of the continuity

plan.

C. Recruit staff for the organization.

D. Chair the CWG.

26
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Unit 1 Summary

In this unit, we reviewed the following:

✓ Responsibilities of the Continuity Program Manager and

leadership

✓ PPBE process

27

272025

E/L/K 1302: Continuity Program Management



282025

UNIT 2: 

Continuity Program Management 

Planning
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Unit 2 Objectives

At the end of this unit, you will be able to:

1. Draft continuity program goals, objectives, and scope.

2. Describe and compare the Multi-Year Strategic Plan

(MYSP) and project plans.

29
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Program Goals

• The Program Manager should determine the program

goal(s) and describe the intended outcomes of the

program.

• Consider the following:

• What is the program’s purpose and expected end state?

• How does the goal support the organization’s mission?

• Is the goal written as a broad, long-range statement?

City of Gushank Office of Public 

Safety Continuity Program Goal:

Ensure the ability of the Office of 

Public Safety to provide public 

safety services regardless of 

circumstances. 

30

STUDENT NOTES:

• A goal is the outcome the organization seeks to achieve.

• Short term goals and objectives: These should include everything you want to achieve over the

next 0–24 months. Short-term goals and objectives may be high priority and actionable within a

short time frame, and the funding, resources, and personnel needed to accomplish them may be

available.

• Long-term goals and objectives: These require longer-term planning strategies (beyond 1–2

years). The funding or resources and personnel to accomplish them may be lacking and may need

to be planned for over multiple years or accomplished incrementally. Examples include

purchasing expensive IT equipment, ensuring redundant servers and communications systems,

and building, leasing, or acquiring alternate locations.

• The organization’s goal(s) should support the organization’s mission.

• If you are a new Program Manager, setting program goals should be one of the first things that

you complete in your new role. If you are a seasoned Program Manager, we suggest taking a look

back at your program goals to ensure they are still applicable.

2025 30
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Program Objectives

• In order to meet the program goal, a number of

objectives should be identified.

• Objectives provide specific guidance on how the

program’s goal(s) will be achieved.

City of Gushank Office of Public 

Safety Continuity Program 

Objectives:

1. Identify and prioritize critical

organizational functions for

each branch of the office.

2. Conduct biennial business

process analyses and

business impact analyses for

each essential function.

3. Implement an annual

technical assistance and

evaluation program for every

employee and contractor.

31

STUDENT NOTES:

• An objective breaks each goal down into smaller steps and identifies the precise actions that must

be completed in order to achieve the goal.

• Organizations are encouraged to identify five to seven SMART (specific, measurable, actionable,

realistic, and time-bound) objectives per goal.

• It may be useful to create new objectives as the old ones are achieved to ensure that they continue

to align with the program’s vision and goals.
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Program Scope

The Program Manager should define the scope of the 

program by identifying which sectors of the organization 

and organizational functions are and are not included.

City of Gushank Office of Public 

Safety Continuity Program Scope:

The Office of Public Safety 

Continuity Program includes the 

following agencies: the dispatch 

center, emergency medical 

services, emergency 

management, fire, hazardous 

materials, law enforcement, 

radio/telecommunications, and  

search & rescue. It does not 

include the Department of Motor 

Vehicles, inspections and code 

enforcement, and animal control.

32

STUDENT NOTES:

• Program scope is driven by essential functions. Those organizational functions that are not

considered essential—such as administration, grants, and human resources—may be excluded

from the scope of the continuity program. 

• Program scope may be dictated by leadership, organizational priorities, or an already established

program.

• Program scope is one of those program elements that should be clearly communicated throughout

the organization. Other programs within the organization should be aware of their responsibility

to coordinate with the continuity program.
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Coordination

• Communication is key to successful program management.

• Most of the Program Manager’s time will be spent

communicating with and getting information from stakeholders.

• A successful program is not built in a vacuum.

• The Program Manager must gather the right information from the

right people to build a sustainable program.

• The Program Manager should understand the constraints and

expectations of stakeholders.

33

STUDENT NOTES:

• In E/L 1301, you were introduced to internal and external stakeholders. The Continuity Program

Manager is key to the coordination and communication across all stakeholder groups whose

functions have an impact on the continuity program.

• The Continuity Program Manager mostly coordinates and collects information from functions

outside of the program rather than executing tasks and activities.

• When talking with essential function owners in your organization, establish expectations so that

they feel like participation in the planning process is manageable and not overwhelming.
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City of Gushank Example: Coordination

Essential Records Manager

• Develop essential records database

• Train personnel on database protocols

Information Technology

• Test redundant systems

• Coordinate IT access at 

alternate location

Facilities Management

• Provide facility site access

• Maintain resource 

requirements for continuity 

event and alternate location

Alternate Location Owner

• Update memorandum of 

understanding (MOU)

• Conduct site visits

Risk Management

• Conduct organizational 
risk assessment

Security

• Coordinate badging

• Establish site security

protocols

Legal Counsel

• Review contracts

• Sign alternate location MOU

34

STUDENT NOTES:

• These are just a few of the internal and external stakeholders that the Gushank Continuity

Program Manager will coordinate with outside of the continuity program.

• The majority of these stakeholders do not play a direct role in the continuity program; however,

their organizational functions have important impacts on the performance of the essential

functions.

• Some of these stakeholders may have limited knowledge of continuity; it is the responsibility of

the Program Manager to coordinate with them and communicate how their functions play a role

in the larger continuity program.
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Continuity Working Group (CWG)

The role of the CWG is to:

• Provide guidance and direction for the continuity program.

• Participate and provide subject matter expertise, which includes

Mission Owner contributions and guidance.

• Create a forum to discuss technical assistance and evaluation

requirements and activities.

• Conduct assessments of the components of the continuity program.

• Support the development of new policy and guidance.

• Discuss PPBE updates.

• Meet regularly to foster a collaborative, information-sharing

environment.

35

STUDENT NOTES:

• The intent of the CWG is to foster a collaborative environment where members can exchange

information, receive input on critical program elements, and generate outputs to the various

divisions/departments/offices to help ensure the organization can continue its essential functions

across all hazards.

• The CWG should educate decision-makers on the elements of the continuity program, facilitate

discussion, and develop products to meet the requirements of the continuity program.

• The group identifies expectations and any training requirements for members up front.

• There should be an expectation that members:

o Attend quarterly meetings and select events.

o Contribute to the development and enhancement of any past, current, or future continuity

products, training evolutions, and evaluations, as appropriate.

o Engage in opportunities to integrate efforts and share information on significant continuity

topics and events.

o Aim to forge continuity partnerships across the organization and with external stakeholders.

o Take a proactive role in continuity planning.

• Consider leveraging an existing group that already reviews policies and is designed for

information sharing across the organization, ideally a decision-making body.

• The CWG may be a good resource for completing program assessments objectively.
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Discussion: CWG Partners

Who are 

your CWG 

partners?

36
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Program Manager’s Role in the CWG

• As the lead subject matter expert, the Program Manager

may chair the CWG and should:

• Communicate regularly with CWG members.

• Ensure CWG members understand their roles and

responsibilities.

• Engage the CWG in regular training and exercise activities.

37

STUDENT NOTES:

• One of the responsibilities of the Program Manager is to oversee the activities of the CWG. The

members of the CWG should lean on the Program Manager for guidance on what decisions the

program requires.

• This includes regularly communicating with CWG members and facilitating meetings.
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Identifying Issues, Obstacles, and Constraints

• The Continuity Program Manager should identify issues,

obstacles, and constraints that may impede achievement of

the program goal.

• The Continuity Coordinator expects that the Continuity Program

Manager will ensure tasks are being completed.

• The Continuity Planner, CWG, and continuity personnel rely on

the Continuity Program Manager for information and resources.

• The Continuity Program Manager should develop strategies

to resolve identified issues.

• Partnerships and coordination across stakeholder groups will

help the organization reach solutions.

38

STUDENT NOTES:

• After establishing program goals and objectives, the Program Manager should identify and

develop strategies for resolving issues, obstacles, and constraints that may impede achievement of

the goals and objectives.

• The Program Manager is not solely responsible for identifying solutions; they should coordinate

with the appropriate stakeholders to determine the best course of action.

o It is likely that the Program Manager will serve in a support role to implement the solutions.

• A common issue/obstacle is a lack of leadership support and buy-in. This will be discussed in

Unit 4.
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Conducting a SWOT Analysis

STRENGTHS

OPPORTUNITES
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STUDENT NOTES:

• A SWOT analysis can help the Program Manager develop strategies to overcome issues,

obstacles, or constraints.

• This analysis identifies strategies to best align program resources and capabilities to the

requirements of the operating environment.

• It also serves as a foundation for evaluating the internal potential and limitations as well as the

probable/likely opportunities and threats from the external environment.

• It can be used to inform strategy development by creating a list of ideas that build out into goal

statements that can then be prioritized.
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Activity: Identify Goals and Challenges

Instructions:

1. This activity will be conducted as a class.

2. Use Worksheet #1 to identify your organization’s continuity

goals, any challenges you foresee (or are experiencing), the

resources needed to accomplish the goals, and strategies to

overcome the challenges. Share your responses with the class.

3. As a class, identify strategies to overcome these issues,

obstacles, and constraints.

40

STUDENT NOTE:

• Use Worksheet #1 in the appendix of your Student Manual to complete this activity.
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Monitoring Progress

• Ways to monitor program progress:

• Establish milestones associated with the program goals

and objectives.

• Establish clear deadlines for tasks and activities.

• Create program checkpoints to review plans and

processes.

• Check in or conduct surveys with continuity personnel.

• Create a MYSP to track long-term progress.

• Create individual project plans with tasks, milestones,

and key personnel to track short-term progress.

41

STUDENT NOTES:

• These activities may or may not be applicable to your organization.

• One of the fundamentals of program management is monitoring the progress of tasks and

activities.

• The Continuity Coordinator will look to the Program Manager to ensure that deadlines have been

established and are being adhered to and that the Program Manager can report on the progress of

the program activities.

• One of the best ways to monitor progress is to develop strategic and project plans.
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Multi-Year Strategic Plan (MYSP)

• Guides the development of the organization’s continuity program over a set number of

years via a process that ensures the maintenance and sustainability of continuity plans

and resources.

• Serves as a roadmap for organizations to ensure that critical activities and resources are

identified to sustain the program and support continuous improvement efforts.

• Internal continuity planning should be incorporated into overall organizational planning.

42

STUDENT NOTES:

• A MYSP provides multi-year planning guidance for the development of effective continuity plans

and programs. The MYSP serves as a roadmap for Continuity Planners to follow to ensure that

critical activities and resources can be implemented and obtained so that their programs continue

to improve over time.

• The MYSP provides strategic guidance and a current program assessment. It also outlines

program needs, goals, objectives, and strategies for the organization’s continuity program as well

as milestones for accomplishing these activities and any issues, concerns, or obstacles that the

organization may face.

• The MYSP can help an organization create a culture of continuity by ensuring and monitoring the

integration of continuity concepts across the organization over a long period of time.

• The MYSP may be called different things, such as work plan or program plan. Students do not

necessarily need to write another plan; however, they should create a roadmap. This can be a

collection of new or existing project plans, schedules, and milestones.
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Multi-Year Strategic Plan (MYSP), cont.

• The MYSP provides for the development, maintenance, and annual review of the

continuity program, including the following:

• Short- and long-term planning goals and objectives

• Resources and equipment needed to support the goals and objectives

• Potential program implementation issues, concerns, and obstacles as well as a strategy to

address each

• Planning, technical assistance, and evaluation milestones and activities

43

STUDENT NOTE:

• The MYSP need not be a large, robust plan. At the very least, it should include planning guides,

milestones, and activities.
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City of Gushank Example: Office of Public Safety’s MYSP Worksheet 

44

Goals Objective Tasks Due Date
Responsible 

Parties
Issues/Obstacles Constraints

Year 1

Goal 1: 

Build a continuity 

program.

Develop a continuity plan by the 

end of 2027.

• Establish planning team.

• Draft plan with template.

• Conduct reviews.

• Coordinate with legal.

Dec 

2029

Office of 

Emergency 

Management 

(OEM)

Competing priorities of planning 

team

Identify ERG and establish CWG 

by Q1 2028.

• Identify personnel; obtain managerial approval.

• Send CWG requests.

• Establish meeting/training schedule.

Mar 

2032
OEM Lack of participating on CWG

Goal 2: 

Identify a new 

alternate site.

Establish a working group to 

identify potential sites and 

conduct a risk assessment for 

each.

• Identify working group.

• Identify and research sites.

• Coordinate with site owners.

• Conduct risk assessments.

• Evaluate data.

Feb 

2029
OEM

• Site owner coordination

• Availability of working group

• Leadership support

Year 2

Goal 1: 

Complete BPAs for 

all essential 

functions.

Conduct BPAs for the essential 

function by June 2024.

• Establish meeting schedule with BPA 

stakeholders.

• Develop BPA Datasheets.

• Validate process flows.

June 2030
Continuity 

Program Manager

• Stakeholder coordination

• Leadership support

• Competing priorities

STUDENT NOTES:

• This slide contains an example of the MYSP Worksheet for the Gushank Office of Public Safety.

• The worksheet contains each of the goals and objectives according to priority across the MYSP

time frame.

• For each objective, additional details should be provided, including implementation strategies,

milestones, issues, obstacles, concerns, responsible parties, and other pertinent information.

• This table/slide could serve as a template for briefing leadership or others in your organization.

2025 44

E/L/K 1302: Continuity Program Management



Activity: Multi-Year Strategic Plan 

Instructions:

1. Work individually or in groups, as assigned by the instructor, using

Worksheet #2.

2. Use the goals and challenges you identified in the previous class

activity to complete the MYSP table.

3. Be prepared to share your responses with the group.

15

45

STUDENT NOTES:

• Use Worksheet #2 in the appendix of your Student Manual to complete this activity.

• How to complete this activity:

1. Identify one or two of your continuity program’s goals for this year and next.

2. List objectives and tasks that are associated with each of these goals.

3. Be sure to add estimated due dates and assign responsibility for these goals to personnel

within your organization.

4. List any challenges or risks you may encounter when accomplishing these goals.

• Remind students that this is just one example of a MYSP. Students may use a different format for

their continuity program.
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MYSP and Project Plans

MYSP FOCUS PROJECT PLAN(S) FOCUS

Strategic Program Execution

Multi-year (typically 3–5 years) long-range goals that 

are often attained in phases or a series of shorter-

term goals.

A more detailed plan or family of plans with short-

term goals, objectives, and tasks with specific 

beginning and end dates.

Positions the organizations for the future. Plans current programs and funding for specific 

goals, objectives, and tasks.

Input is gathered from leadership, continuity planning 

team members, and other program stakeholders.

Typically, a product is developed and managed by the 

organization’s Continuity Program Manager or 

Continuity Planners.

A process that actively questions the continued long-

range requirements of the program and items of need 

or improvement.

A tool that will assist the Program Manager to 

implement the work of the organization.

46

STUDENT NOTES:

• The MYSP provides a vision for the future, while a project plan establishes specific tasks that will

be accomplished and lays out how you will get there on a daily, weekly, monthly, or annual basis.

Both are needed to achieve your continuity program goals.

• The MYSP and project plan can be used together to support the tracking and oversight of

program activities that have both short- and long-term deadlines.

2025 46

E/L/K 1302: Continuity Program Management



Project Plans

• Some tasks, such as the business process analysis (BPA),

require a higher level of monitoring and more focused resources.

• Project plans are short-term (e.g., one year) and include specific

tasks, activities, and stakeholders.

• Project plans should correlate to the MYSP goals and objectives,

as well as to the larger organizational goals and objectives.

• Project plans outline project details:

• Objectives – What we are trying to accomplish?

• Stakeholders – Who will help accomplish it?

• Resources – What do we need to accomplish it?

• Strategies/tactics – How are we going to do it?

• Timeline/milestones – When will we accomplish each step?

• Measure of success – How will we know we accomplished it?

47

STUDENT NOTES:

• Examples of tasks or activities that may benefit from using a project plan include developing the

continuity plan, conducting BPAs, and implementing training and exercise activities.

• A collection of project plans support the achievement of a MYSP.

• Likely activities identified in the MYSP are occurring simultaneously with those in the individual

project plans.
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Project Plans, cont.

48

STUDENT NOTES:

• There are a variety of ways to document project plans. Program Managers should use a format

that they are comfortable updating and using on a regular basis.

• The important piece is that they are succinct and assist users in completing specific tasks or

activities.
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City of Gushank Example: Devolution Project Plan

Project: Devolution Plan Project Plan Manager: Steve Smith

Objective: Develop and finalize dispatch center 

devolution plan with Hamberg 

Emergency Services. 

Stakeholders: • Dispatch Center Managers

• Continuity Program Managers

• Legal Counsel

• IT Services Managers

• Fire Chiefs

Measure of 

Success:

A signed devolution plan. Required Resources: • Devolution Plan Template

• Approved MOU Template

• Essential records database

Task Name Assigned To Start Date End Date Status Comments

Kick-off meeting with Hamberg 

Emergency Services

Steve S. July 1 July 1 Completed Meeting minutes 

approved

Draft equipment requirements list Anna P. July 8 Aug. 31 In progress

Finalize essential records database Tom O. July 7 July 9 Completed Posted to SharePoint

First draft devolution plan Mandy B. July 12 Sept. 1 In progress

Stakeholder meeting Steve S. Sept 5 Sept. 5 Not started

49

STUDENT NOTES:

• This is an example project plan from Gushank. Developing a devolution plan is just one way of

documenting and tracking the activities associated with the project.

• Note how the top portion of the project plan outlines the plan objective, measure of success (how

the Program Manager will know when the project is complete), the stakeholders who should be

involved in the project, and the required resources to complete the project.

• The bottom portion of the project plan outlines the individual tasks associated with the projects,

the responsible parties, due dates/milestones, and the status of each task.
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Activity: Project Plan 

Instructions:

1. Work individually or in groups, as assigned by the instructor,

using Worksheet #3.

2. Use an objective and tasks identified in Worksheet #2 to build

out a project plan by answering the following questions:

 Objectives – What are we trying to accomplish?

 Stakeholders – Who will help accomplish it?

 Resources – What do we need to accomplish it?

 Strategies/tactics – How are we going to do it?

 Timeline/milestones – When will we accomplish each step?

 Measure of success – How will we know we accomplished it?

50

15

STUDENT NOTE:

• Use Worksheet #3 in the appendix of your Student Manual to complete this activity.
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Unit 2 Knowledge Check

1. The MYSP is:

A. Required for all Continuity Program Managers.

B. A high-level, long-term plan to develop a continuity program.

C. Intended to inform stakeholders of their role in the continuity

program.

2. Why should the Continuity Program Manager identify issues,

obstacles, and constraints to the program?

A. To inform continuity options for risk mitigation.

B. To foster relationships with stakeholders across the

organization.

C. To address risks to the achievement of the program goals and

objectives.

51
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Unit 2 Summary

In this unit, we reviewed the following:

✓ Continuity program goals, objectives, and scope

✓ Continuity program coordination and the CWG

✓ MYSP and project plans

52

STUDENT NOTES:

• In this unit, we discussed how to build a continuity program through establishing a vision with

goals and objectives.

• Unit 2 also addressed the use and benefits of the CWG, a MYSP, and other project planning

initiatives to advance the maturity of our continuity programs.
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UNIT 3:

Continuity Program 

Readiness and 

Preparedness
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Unit 3 Objective

At the end of this unit, you will be able to:

1. Describe the activities across the planning factors that support

the continuity program during the Readiness and Preparedness

phase of continuity.
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Phases of Continuity

• Continuity Program Managers perform activities and provide support throughout

all four phases of continuity, with the majority occurring during Phase I.

55

STUDENT NOTES:

• As you might recall from E/L/K 1301, the following are the phases of continuity:

o Phase I: This phase includes all organizational continuity readiness and preparedness

activities, including the following: (1) the development, review, and revision of plans; (2)

technical assistance and evaluation activities; (3) risk management, including identifying

continuity options; (4) incorporation of readiness postures and preparedness measures into

daily activities; and (5) provision of guidance to all personnel.

o Phase II: This phase should include the activation of continuity plans and procedures to enable

the continued performance of essential functions. This phase also includes the activation of

personnel, essential records, and equipment that support essential functions.

o Phase III: This is the phase where organizations implement and execute the strategies

identified in the continuity plan to ensure that essential functions are accomplished. The

operations phase includes, but is not limited to, the following: (1) performing essential

functions; (2) accounting for personnel; (3) establishing communications; (4) providing

guidance to all personnel; and (5) preparing for the recovery of the organization.

o Phase IV: During this phase, an organization focuses on establishing a new normal after the

conclusion of the disruption. This phase includes activities such as conducting an after-action

review and determining successful reconstitution.

E/L/K 1302: Continuity Program Management
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Phase I: Readiness and Preparedness

• Activities during this phase include:

• Building the continuity program.

• Developing and maintaining plans.

• Identifying roles and responsibilities.

• Delivering technical assistance and training.

• Conducting evaluations and continuous improvement planning (CIP).

56

STUDENT NOTE: 

• This list is not all-inclusive of the activities a Continuity Program Manager may perform during

Phase I.
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Plans and Procedures

• During Phase I, the Continuity Program Manager

should review and update their organization’s plans

and procedures to:

• Address key elements and options to mitigate risk to the

essential functions.

• Validate that plans are executable.

• Include budgeting as well as resource and risk

management.

• Integrate with other internal and external plans and

procedures.
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STUDENT NOTES:

• Across the spectrum of emergency management, response, and risk management, there are a

variety of plans that should be synchronized to ensure resource availability and an organized

response.

• FEMA Office of National Continuity Programs (ONCP) offers guidance and plan templates to

help organizations and governments develop and maintain plans that support continuity of

operations.

Family of Plans

• Plans across other programs should be synchronized to

include the following:

• IT/disaster recovery plan

• Emergency management/emergency operations plan

• Occupant emergency plan

• Facility emergency plan

• Regional and headquarters component plan (response plan,

training and exercise plan)

• Standard operating plans

• Reconstitution plan

• Devolution plan
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STUDENT NOTES:

• The continuity plan is the foundation of the continuity program. It should be used to support the

continuation of essential functions during a disruption to normal operations and should be updated

regularly.

• The continuity plan is focused on:

o Continued operation of essential functions regardless of the circumstances.

o A rapid and organized response to any disruption requiring continuity plan activation.

Continuity Plan

• The continuity plan is intended to:

• Support the continuation of essential functions.

• Provide a roadmap for implementing and managing operations

during a disruption.

• Serve as a living document, requiring regular review and revision as

the continuity program evolves.
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Continuity Planning Factors

60

STUDENT NOTES:
• Figure 1 from FCD: Continuity Planning Framework for the Executive Branch is the model used

to understand our resource needs, vulnerabilities, and risks.
• The following slides will review the activities of Phase I associated with each of the four planning

factors.
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Staff and Organization

• Planning for the staff and organization factor

includes policies, plans, and procedures that

address human resources needs during a disruption,

such as guidance on pay, leave, work scheduling,

benefits, telework, hiring, authorities, and

flexibilities.

• Staff are an organization’s most valuable resource

and the key to the successful performance of the

essential functions.

• Choosing the right people to staff an organization’s

continuity team is critical.

61

STUDENT NOTES:

• Staff are the most important part of your essential functions!

o Not just continuity personnel, but all staff!

• Many staffing issues will be the responsibility of or delegated to your organization’s Human

Resources Department.

• As we walk through the following slides, we will discuss many of the responsibilities of the

Continuity Program Manager regarding staff. While the Continuity Program Manager likely has

no responsibility for the staff themselves, they serve as a subject matter expert regarding human

resources needs and the execution of essential functions during a disruption.

• Unsure of where to start? Review the staff and organization section of your BPAs. This section

should contain critical information regarding the needs of each essential function. From there, the

Continuity Program Manager should work with other offices, including Human Resources, to put

continuity options into place.
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Staff and Organization: Continuity Program Manager Responsibilities

• Preparedness responsibilities for the staff and organization

planning factor, include the following:

• Coordinate, facilitate, and support human resources planning.

• Identify, document, and prepare continuity personnel to support

continuity operations.

 Maintain a roster of identified continuity personnel.

• Inform continuity personnel and alternates in writing of their roles

and responsibilities.

• Provide guidance to continuity personnel on preparedness measures,

such as drive-away kits, emergency supply kits, and family

emergency plans.

• Develop a plan for utilizing and supporting non-continuity personnel.

62

STUDENT NOTES:

• Depending on your organization, some of these may be leadership or Human Resources

Department responsibilities. The Continuity Program Manager is the coordinator and facilitator of

gathering this information and may not be directly responsible for these activities.

• Continuity personnel should be informed of their responsibilities and expectations before a

disruption occurs.
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Staff and Organization: Continuity Program Manager Responsibilities, cont.

• Develop and circulate processes for personnel accountability.

• Implement a process to communicate the organization’s status to

all staff and stakeholders (e.g., 1-800 hotline, website, radio or TV

broadcast, social media, email).

• Develop and implement a process to communicate guidance on

pay, leave, staffing, and other work flexibilities to all staff.
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STUDENT NOTES:

• Continuity personnel are part of an organization’s staff designated to support essential functions

when the continuity plan is activated.

• National Continuity Policy defines continuity personnel as follows: Those personnel, both senior

and core, who provide organizational leadership with advice, recommendations, and functional

support necessary to continue essential functions during continuity operations.

• The continuity training curriculum uses the term “continuity team” to describe the members who

may or may not relocate during a disruption. But not all events will require the relocation or

movement of staff; the continuity team includes those staff who are deployed in support of the

continuity plan activation.

Staff: Designating Continuity Personnel

• Designated continuity personnel should:

• Possess the skills for their assigned task(s).

• Be able to remain calm during stressful situations.

• Be trained and equipped to perform their continuity assignments.

• Be informed of their continuity team or Devolution Emergency Response Group (DERG)

designation in writing, including their continuity roles and responsibilities.
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STUDENT NOTES:

• Positional guides are especially helpful for devolution situations where DERG personnel do not

perform essential functions on a regular basis.

• EXAMPLE: During the COVID-19 pandemic (and other pandemics), most organizations

significantly limited the personnel allowed in facilities. The 30–40% of personnel who may be at

the facilities may not be the 30–40% who usually perform essential functions; positional guides

can be used to provide just-in-time training to alternates.

Staff: Positional Guides

• Positional guides may be created for each member of the continuity team and

DERG to explain how to perform each position.

• The positional guide outlines the steps that each position is expected to

perform during a disruption and how that function is performed. It may include

checklists, reports due, partners, contacts, etc.

• The BPA can be used as guidance to determine these steps.

• The positional guide is a particularly valuable tool if the primary continuity team

member or members are unavailable or for DERG members and an alternate is

assigned.
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Staff: Additional Personnel

• All personnel are essential, but not all tasks are essential.

• The Continuity Program Manager should ensure that all staff, regardless of

continuity role, are aware of their role and receive appropriate alerts and

notifications.

• The Continuity Program Manager should coordinate with leadership and Human

Resources to determine the roles and responsibilities of non-continuity personnel

during a disruption.

• The Continuity Program Manager should coordinate training and evaluation activities

for all staff, including non-continuity personnel, on topics such as telework policies,

accountability procedures, and administrative and support services.
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STUDENT NOTES:

• Non-continuity personnel are a bench of people that may be activated. They should be provided

training and information similar to continuity personnel to ensure their readiness to support

during a disruption when called upon.

• It is important that all staff, not just continuity personnel, take part in preparedness activities such

as creating a family support plan and go-kits to ensure their readiness to support essential

functions.
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STUDENT NOTES:

• These are the systems that ensure that all personnel and elements of the organization can

communicate regardless of the environment.

• In the previous slides, people perform the continuity activities while the equipment and systems

are used to execute the functions, and information and data are used to inform decisions.

• The day-to-day performance of an essential function relies on the equipment and systems

optimized for that function.

Equipment and Systems

• Organizations should plan for the physical or digital

application resources they require to perform

essential functions.

• Equipment and systems are not exclusively

communications- or IT-based resources; they may

also include physical assets such as vehicle fleets,

machines, forklifts, etc.
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STUDENT NOTE:

• In addition to the responsibilities listed on this slide, federal Continuity Program Managers are

responsible for ensuring that the requirements of Office of Science and Technology Policy

directives relating to minimum requirements for national leadership communications are

integrated with organizational programs to ensure that the national leadership is able to

interoperate and communicate with those performing essential functions, as appropriate.

Equipment and Systems: Continuity Program Manager Responsibilities

Preparedness responsibilities for the equipment and systems planning factor include 

the following:

• Coordinate with communications and information systems specialists to incorporate

continuity considerations into planning.

• Work with IT specialists to plan for uninterrupted communications.

• Train continuity personnel in communications and information systems use.

• Work with communications and IT specialists to plan for unexpected, unlikely, or

high-consequence events.

• Coordinate operational tests with communications and IT specialists.

• Ensure staff conduct risk assessments on all communications and information

systems.

68

682025

E/L/K 1302: Continuity Program Management



Equipment and Systems: Continuity Program Manager Responsibilities, cont.

• Coordinate issuance and management of

Government Emergency Telecommunications Service

(GETS) cards and Wireless Priority Service (WPS) on

cell phones for continuity personnel (government

only).

• Incorporate long-term communications and

information systems planning and budgeting into the

MYSP.

• Review the continuity communications plan annually

in coordination with communications specialists.

During a recent risk 

assessment, the City of 

Gushank discovered that its 

backup server was installed 

in the same room as its 

primary server, creating the 

potential for losing both 

servers during the same 

disruption. The Gushank 

Continuity Program Manager 

is currently working with the 

IT Manager to move the 

server to an alternate site and 

back up the data on the 

server to a cloud platform.
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STUDENT NOTES:

• Organizations sharing communications capabilities with other organizations should have a signed

agreement with the system owner to ensure each has adequate access to communications

resources.

• Communications and IT equipment can be expensive. It is important to assess the continuity

program’s needs and the requirements of the essential functions, determine costs associated with

fulfilling those needs, and incorporate these costs into the long-term budget outlined in the

MYSP.

• For more information about GETS, visit: https://www.cisa.gov/government-emergency-

telecommunications-service-gets.

• For more information about WPS, visit: https://www.cisa.gov/wireless-priority-service-wps.
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STUDENT NOTES:

• Federal D/As have specific, mandatory communications requirements.

• All organizations should ensure they have redundant communication methods. They should

anticipate outages to their primary communication methods during a disruption.

Continuity Communications

• Effective continuity communications support:

• The execution of the organization’s essential functions.

• Internal and external communications.

• Access to data, systems, and services.

• Continuity communications should be:

• Redundant.

• Available within your organization’s recovery time objective.

• Sustainable until normal operations can be resumed.
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Primary, Alternate, Contingency, Emergency (PACE)

• PACE planning is used to mitigate risk and enhance resilience by developing several

fallback plans that ensure the communication needed to accomplish essential

functions.

• PACE designates the order in which an organization will move through available

communications systems until contact can be established.

71

STUDENT NOTES:

• The key to a successful PACE plan is building redundancy across communications capabilities

with the goal that there is always one communication capability available.

• PACE plans should be as simple as possible while still meeting the needs of each essential

function.

• Users should be familiar with and trained on each redundant method of communication.
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City of Gushank Example: PACE Model

72

STUDENT NOTES:

• PACE is not just a model used for communications; it can be used across any of the four planning

factors.

• This is an example of how the City of Gushank Dispatch Center has implemented a PACE model

to identify redundant capabilities for staff, equipment, information, and sites.
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Information and Data

• Organizations should plan for the identification,

protection, and availability of information systems

and applications, electronic and hard copy

documents, references, and records needed to

support essential functions during a disruption.

• These assets must be safeguarded, available, and

accessible to support continuity operations.
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STUDENT NOTES:

• Much of our world today is conducted through electronics and technology. This means that not

only are our most essential records electronic, but the systems that we use on a daily basis also

become essential.

• Cyber incidents are extremely common, but they are not the only incident that may impact our

ability to access essential records. Everyday emergencies such as power outages and building

fires can also interfere with accessibility.

• The Program Manager should use the BPA for each essential function to determine which

essential records—including systems and applications—will be required during a continuity

activation.
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Information and Data: Continuity Program Manager Responsibilities

• Preparedness responsibilities for the information and data planning factor include:

• Coordinating the maintenance and availability of essential records.

• Supporting organizational leadership in designating an Essential Records Manager.

• Supporting the Essential Records Manager who works with staff to identify and protect

records that:

 Specify how an organization will operate in an emergency or disaster, including policies, authorities, and

procedures.

 Protect the legal and financial rights of the organization and citizens.

 Are necessary to the organization’s continuity operations.
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STUDENT NOTE:

• The Program Manager is likely not responsible for the essential records, but as the continuity

subject matter expert, they should support essential records owners with their protection and

management.
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Information and Data: Essential Records Management

• The Continuity Program Manager should coordinate with the Essential Records

Manager and/or IT Manager:

• For access to essential records at alternate locations.

• To conduct an essential records risk assessment.

• To develop and maintain an essential records plan and include a copy of the plan at

alternate sites.

• To annually review the organization’s essential records program.
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STUDENT NOTE:

• The Essential Records Manager plays an important role through all phases of continuity. Not only

are they needed to prepare records for a disruption, but they will likely be tasked with ensuring

that essential records can be accessed during this time and will support the reconstitution of

records after an event.
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STUDENT NOTES:

• Here are some examples of the two basic types of essential records and when they might be

needed.

• “Immediately” and “later” are not precise enough for continuity planning. This is where the

timelines can help.

Examples of Essential Records

Emergency Operations:

Needed Immediately

Legal and Financial Rights:

Needed Later

Continuity plan, checklists, manuals, 

standard operating procedures, MOUs
Grants, invoices, accounts receivable

Staff and external contact information Titles, deeds, and vendor contracts

Orders of succession and delegations of 

authority

Enterprise licenses, long-term permits

“Urgent” programmatic information Payroll, HR documents
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STUDENT NOTES:

• National Continuity Policy requires that Federal Executive Branch D/As identify a location, other

than the primary facility, that can be used to carry out essential functions during a disruption.

• Organizations should also identify one or more devolution sites in the event that the alternate site

is inoperable.

• FEMA’s Emergency Management Institute (EMI) has an online independent study course called

IS-156: Building Design for Homeland Security for Continuity of Operations. It helps decision-

makers assess the performance of their buildings against terrorist threats and rank

recommendations.

Sites: Alternate Sites

• Alternate sites are locations from which an

organization may operate during a

disruption to normal operations.

• These may include one or more sites, or

remote offices from which essential

functions will continue as a result of

impacts to the primary operating site.
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STUDENT NOTES:

• Telework, mobile work, and work performed from directed work locations may be leveraged to

support continuity operations.

• Mobile work refers to tasks performed while personnel travel from one work location to another.

Directed work occurs when personnel are directed to perform assigned duties at locations other

than at designated work locations, which may include private residences, satellite offices, and

alternate locations.

• Telework is a program that can provide critical support to the sustainment of essential functions.

Personnel who participate in an approved telework program may be incorporated into the

organization’s continuity plan that will be leveraged during catastrophic emergencies.

• Telework may be used to augment continuity, but due to potential risks of communications

outages, it should not be relied upon as an organization’s primary continuity option.

• More information on the implementation of telework can be found at www.telework.gov.

Sites: Telework

• Telework is one type of alternate site.

• Telework, mobile work, and directed work programs

use portable telecommunications technology such

as laptop/tablet computers, mobile telephones,

and satellite communications equipment.

Telework.gov

For more 

information, click here to visit 

Telework.gov.
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STUDENT NOTES:

• MOAs/MOUs should be reviewed annually.

• There is a MOU template available for alternate locations on the Continuity Resource Toolkit.

• At the federal level, every agency has a responsibility to find its own alternate location(s).

• When looking for an alternate location, the Program Manager should ask the following:

o How many other organizations are planning to use this alternate facility?

o What issues could other organizations at the facility cause?

Sites: Continuity Program Manager Responsibilities 

• Preparedness responsibilities for the sites planning factor

include:

• Reviewing alternate sites for suitability and functionality at least

annually.

• Conducting a risk assessment to identify threats and hazards that

could impact the site.

• Establishing and implementing procedures for the orientation,

processing, and reception of continuity personnel.

• Coordinating with site managers (e.g., facilities, security) to ensure

availability of space and services.

• Establishing memorandums of agreement (MOAs)/memorandums of

understanding (MOUs).
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STUDENT NOTES:

• Non-federal organizations should coordinate any alternate site agreements with their legal

department and other authorizing authorities, as appropriate.

• FCD: Federal Executive Branch Continuity Program Management Requirements requires federal

D/As to internally identify and document the locations of alternate sites via the completion and

submission of General Services Administration (GSA) Standard Form 336 (SF-336), GSA

Alternate Facility Reporting Form.

Sites: Continuity Program Manager Responsibilities, cont.

• Providing for the availability of resources such as food, water, fuel,

and medical and municipal services.

• Ensuring emergency/backup power capability.

• Ensuring lodging to support continuity personnel (if necessary).

• Developing a transportation support plan that details transportation

to, from, and at the alternate location.

• Ensuring physical and information security.

• Completing relevant documentation (federal only).
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Discussion: Alternate Sites

How did you
find and secure 
your alternate 

sites?
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STUDENT NOTES:

• Alternate sites are often relationship-based. It is through partnerships that organizations may gain

access to alternate locations that may have otherwise been unavailable.

o Partner organizations may share or utilize one another’s facilities as alternate locations.

o Federal Executive Boards or public-private partnership organizations may help facilitate these

conversations.

Sites: Finding and Securing Locations

• The following are examples of alternate sites:

• Organization-owned facilities

• Partner organization facilities

o Federal Executive Boards/Federal Executive Agencies

o General Services Administration (GSA)

o Public-Private Partnership Working Groups

• Contracted facilities
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City of Gushank Example: Sites 

• The City of Gushank Emergency Services Dispatch Center has

identified the 211 information call center as its alternate location.

• Gushank dispatchers have access to portable terminals.

• The workspace at the call center is set up similarly to the dispatch

center, with phone line access, high-speed internet, and power

sources.
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STUDENT NOTE:

• This is a fictitious example for the City of Gushank.
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STUDENT NOTE:

• Use Worksheet #4 in the appendix of your Student Manual to complete this activity.

Activity: Readiness and Preparedness by Planning Factor

Instructions:

1. Work individually or in small groups to complete this activity

using Worksheet #4.

2. Consider how your program is building resilience into the

essential functions and preparing for a disruption across

each of the four planning factors.
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Unit 3 Knowledge Check

1. Which is not an activity of Phase 1: Readiness and

Preparedness?

A. Developing and maintaining plans.

B. Establishing a new normal.

C. Identifying roles and responsibilities.

D. Delivering technical assistance and training.

2. What is the best way to secure an alternate site for your

organization?

A. Share a facility with another organization to split costs.

B. Trade facilities with a similar organization.

C. Establish an MOU/MOA with a suitable facility.
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Unit 3 Summary

In this unit, we reviewed the following:

✓ Synchronizing the family of plans

✓ Phase I – Readiness and Preparedness activities across the four

planning factors
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STUDENT NOTES:

• In this unit, we introduced the benefits of plans and procedures, including those that may not be

inherent to our continuity program.

• That led to our discussion on the organization’s family of plans and how our plans should be

synchronized with other organizational plans, including those we may not manage.

• Lastly, we discussed Continuity Program Manager responsibilities associated with planning

activities across the four planning factors.
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UNIT 4:

Gaining and Maintaining 

Buy-In 
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Unit 4 Objective

At the end of this unit, you will be able to:

1. Identify ways to increase and maintain buy-in for your

continuity program.
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Discussion: Engaging Leadership

How do 

you engage 

leadership (including 

Mission Owners) in your 

continuity program?
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Role of the Organizational Leader

• Organizational leaders establish continuity as a priority

by:

• Appointing a Continuity Coordinator and/or Program Manager.

• Identifying and prioritizing essential functions.

• Monitoring the progress of continuity planning efforts, clarifying

issues, and approving the continuity plan.

• Ensuring budgetary and resource support.

• Identifying successors and delegations of authority.

• Approving the MYSP.

• Creating a “culture of continuity” by integrating continuity

planning into daily operations and directing staff participation in

the continuity program.

90

The City of Gushank Director 

of Public Safety is engaged in 

the continuity program and 

shows his support by regularly 

attending CWG meetings and 

participating in organization-

wide training and exercise 

events.

STUDENT NOTES:

• Leadership is in the position of ensuring that the continuity planning process enhances essential

function resilience.

• Senior leaders convey the message of support for continuity every day by communicating to

management and employees that they are working in a well-organized, safe, and secure

environment. Having a robust and well-developed continuity plan that is supported by senior

leaders will help get the message out and ultimately gain buy-in from personnel.

• Leadership can, and should, hold everyone accountable for continuity. Continuity starts at the top,

both in message and action.
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Continuity Program Manager Support to Leadership

• The Continuity Program Manager:

• Informs leadership of continuity role and responsibilities.

• Encourages leadership participation.

• Communicates requirements and the benefits of the continuity program by:

o Understanding leadership viewpoints and using their metrics and priorities.

o Taking advantage of opportunities, lessons learned, and current events.

o Personalizing impacts by comparing to real-world scenarios.

o Highlighting the multipurpose use of continuity—how the program supports other priorities.

o Describing impacts to the organization’s reputation and financial viability.
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STUDENT NOTES:

• The key role that the Program Manager plays when it comes to supporting leadership is to

communicate how continuity has a dual purpose and ultimately serves the organizational mission

and priorities.

o At the very least, the Program Manager should be creating an awareness of continuity at the

highest levels of leadership.

• Communicating the requirements and benefits of the continuity program can be a daunting task,

especially for Program Managers in large organizations. Getting on leadership’s agenda is hard

enough! Communicating an entire program in a matter of minutes requires a succinct and straight-

to-the-point presentation.

• Here is an example agenda outline for a meeting with leadership:

o Current status of program and plans

o Objectives

o Engagement of continuity planning team

o Success criteria and milestones

o Resource requirements

o How continuity relates to the organizational mission
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City of Gushank Example: Communicating the Economics

• Five years ago, the Gushank City Building

experienced a major fire. Most of the city’s

essential records were damaged or destroyed. It

took nearly 11 months before enough records were

recovered for some offices to return to normal

operations, costing the city $3.8 million.

• After the fire, the city invested $750,000 in a new,

redundant IT infrastructure, identified an Essential

Records Manager, established a MOU for alternate

locations, and instituted a telework policy.

• Three years later, the city experienced a significant

weather event that shut the city down for nearly

three days. The post-fire investments saved the city

nearly $2.5 million.

The National Institute of Building Sciences conducted a study on 

mitigation investments, estimating the potential savings if 

buildings were constructed to exceed the minimum requirements 

of the 2015 International codes. These are the ratios they 

calculated—and on average, for every $1 invested, there is a $4 

return on investment.
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STUDENT NOTE:

• This is a fictitious example from the City of Gushank based on the effects of a weather event.

Leadership understood the effects of a potentially catastrophic event and supported the

implementation of mitigation activities that ultimately saved the city money after a second event

struck the city three years later. Using data such as the chart in the slide can help communicate the

importance of continuity in a language that leadership understands.

REFERENCES:

• https://www.nibs.org/projects/natural-hazard-mitigation-saves-2019-report

• https://www.nibs.org/news/national-institute-building-sciences-issues-interim-report-value-

mitigation

• https://www.fema.gov/sites/default/files/2020-07/fema_mitsaves-factsheet_2018.pdf

922025

E/L/K 1302: Continuity Program Management



Preparing Leadership for Disruptions

• Continuity Program Managers should prepare leadership for their responsibilities

during a continuity activation.

• Key leadership activities may include the following:

• Activate the continuity plan.

• Coordinate with Mission Owners.

• Prioritize response activities.

• Prioritize essential function operations.

• Participate in the CWG, if activated, to make continuity decisions.

• Coordinate with the public information unit (internal and external).

• Acquire situational awareness.
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STUDENT NOTES:

• It is the responsibility of the Continuity Program Manager to prepare leadership for their role and

responsibilities during a disruption. This may take place during a formal training event or an

informal briefing.

• Leadership should understand how these key activities will function during a disruption to ensure

a smooth transition into and out of continuity operations and to provide an informed construct for

making decisions.

• Not all of these activities will be applicable to every leader, or every level of leadership at every

organization.
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Creating a Culture of Continuity

• A culture of continuity across the organization can help maintain buy-in. This is

accomplished by:

• Making continuity part of everything that you do and all facets of the organization.

» Link continuity to organizational priorities.

» Have a contingency planning mindset.

• Identifying a continuity champion to support the culture across the organization.

• Setting a tone of resiliency through messaging and actions.

• Promoting continuity with external stakeholders to extend the culture beyond the

organization (e.g., supply chain continuity).
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STUDENT NOTES:

• Having a culture of continuity means that continuity is embedded within the culture and

operations of the organization.

• This contingency mindset means having a backup plan, keeping people safe, and instituting risk

mitigation activities.

• The continuity champion may not always be from within the organization. They may be from the

whole community continuity system. For federal D/As, this may be someone from the Federal

Executive Board. For non-federal entities, it may be someone from the state or local emergency

planning commission or other preparedness community/group.

• A continuity champion is someone who believes in the culture of continuity, supports the

organization’s continuity planning, motivates both staff and leadership to participate in continuity

planning activity, and actively shares information.

o For example, it may be a well-respected or long-time employee.
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Creating a Culture of Continuity, cont.

• Requiring internal participation of staff and contractors in the continuity program.

• Supporting staff and family preparedness activities.

• Avoiding single points of failure.

95

STUDENT NOTES:

• Participation should not be optional, but it should also not be difficult. For example, requiring

staff to take their laptops home with them every day is a continuity activity, and yet it is not a

difficult task for staff to complete.

• Continuity and preparedness are not intuitive to many people; do not assume that they understand

how best to prepare for a continuity event. As the subject matter experts, the continuity program

should help provide tools and resources for staff to prepare themselves and their families.
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Discussion: Culture of Continuity

How does 
leadership promote 

a culture of 
continuity in your 

organization?
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STUDENT NOTES:

• This video is a tool to help you create a strategy to connect with your leaders.

• An initial challenge may be understanding what continuity means to your organization.

• Our efforts can be lost if we do not connect with our leaders.

• When we place ourselves in our leaders’ shoes, we can better advocate for continuity.

• From our leaders’ perspective, it comes down to benefits and mission success.

o Present continuity and its benefits in a very specific way.

o Identify the value that continuity presents to the organization and constituents.

o Assess and prioritize risks that can be managed or avoided.

o Share/measure the return on investment.

• Leaders often face four key challenges when it comes to continuity:

1. Competing resources.

2. Gaps in understanding continuity benefits and the impacts on the mission, people, or assets.

3. Perceptions of low (or no) risk of an event that requires a continuity program.

4. Not knowing the roles leaders can/should play in continuity.

Video: Stepping into Their Shoes
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Communication Strategies

• Meetings/agendas

• FAQ sheets/white papers

• Elevator speech

• Tailored message:

• Prioritize program needs.

• Use data (e.g., CAT Summary Worksheet).

• Briefings

• Engagement

98

How do you get the 
message across?

STUDENT NOTES:

• Meetings/agendas: Whenever possible, ensure continuity is on the agenda. Go into the meeting

with accurate information that connects the continuity program to the priorities of the people at

the meeting.

• FAQ sheets/white papers: Keep the message succinct yet meaningful.

• Elevator speech: Have a three-minute speech prepared to communicate your message on the off

chance that you run into leadership in the elevator, office hallway, or breakroom, or are asked to

share your program’s priorities during a meeting on another topic.

• Tailored message: Tailor the message to your audience; this will change across the organization

and across levels of leadership. For example, an immediate supervisor may likely be familiar with

the program and will require less background, while a senior leader who is less familiar may need

more information or information as it relates to their priorities.

• Briefings: Create briefings for leadership to communicate your program’s priorities and the

correlation to their organization’s mission.

• Engagement: Engage leadership in continuity activities such as planning meetings, training

opportunities, and exercises.
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Activity: Elevator Speech

Instructions:

1. Work individually to complete this activity. Use Worksheet #5.

2. Scenario: You run into your senior leader in the elevator or

breakroom, and you have 60 seconds to give them your elevator

speech. What do you tell them?

3. You have five minutes to prepare your elevator speech.

4. Be prepared to share your response.

5
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STUDENT NOTE:

• Use Worksheet #5 in the appendix of your Student Manual to complete this activity.
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Unit 4 Knowledge Check

1. Elevator speeches, briefings, FAQ sheets, and meetings are

referred to as:

A. Leadership tools.

B. Communication strategies.

C. Case studies.

D. Exercise activities.
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Unit 4 Summary

In this unit, we reviewed the following:

✓ Gaining support for continuity programs

✓ The role of the organizational leader

✓ Creating a culture of continuity

✓ Preparing leadership for disruptions

✓ Communication strategies

101

STUDENT NOTES:

• In this unit, we discussed the following:

o It is important to gain and maintain leadership support for the continuity program.

o Organizational leadership establish continuity as a priority by engaging in the planning process

and creating a culture of continuity.

o Preparing leadership for disruptions begins with an understanding of their role and

responsibilities.

o A culture of continuity permeates the organization both in message and action.

o There are many ways to communicate with leadership, including meetings, briefings, and

using elevator speeches.
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UNIT 5:

Technical Assistance and 

Evaluation
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Unit 5 Objective 

At the end of this unit, you will be able to:

1. Explain how comprehensive technical assistance and

evaluation programs can support a continuity program.
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Discussion: Technical Assistance and Evaluation

What continuity technical 

assistance and 

evaluation activities are 

conducted by your 

organization?
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STUDENT NOTES:

• These responsibilities may be shared across positions within the organization.

• Some organizations have dedicated personnel; the Continuity Program Manager should

coordinate with them to incorporate continuity into other organization-wide activities.

• Briefing leadership on findings is important and another way to engage leadership in the

continuity program, especially when findings from continuity have an impact on other

organizational activities such as changes to Human Resources (e.g., staff accountability) or IT

processes (e.g., essential records management).

Technical Assistance and Evaluation: Continuity Program Manager Responsibilities

• Key technical assistance and evaluation responsibilities for the Continuity Program

Manager include the following:

• Develop plans for both training and evaluations, cross-walking the objectives in each plan.

• Validate that technical assistance and training events happen before evaluations of those

same activities.

• Plan and direct continuity technical assistance and evaluation events.

• Incorporate After-Action Reports (AARs) and lessons learned into the development and

implementation of an Improvement Plan (IP).

• Document all technical assistance and evaluation events, including the date, participating

personnel, and event outcomes.

• Utilize an all-hazards approach using the threats, hazards, and vulnerabilities identified

through organizational risk assessments.
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Organization-wide Activities

• Technical assistance, training, and evaluations should be

incorporated into organization-wide training and exercise

activities, whenever possible.

• The Continuity Program Manager should:

• Participate in training and exercise working groups.

• Promote continuity training and exercise activities through

organization-wide communications and calendars.

• Add continuity injects and tests/drills to existing exercises.
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STUDENT NOTES:

• The following are examples of integrating continuity into organization-wide training, technical

assistance, and evaluations:

o Fire drills: During or after evacuation, ask leadership what their next steps would be if you

could not return to the building.

o Emergency Notification System (ENS) test/drills: Test ENS as part of a larger response

exercise.

• Integrate continuity into larger response/recovery exercises to include multi-jurisdictional

activities and involve entities identified in the “interdependencies” section of the BPAs (e.g.,

contractors, vendors).
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Technical Assistance

• Technical assistance (TA) is a coordinated approach to

transferring clear and relevant information about the

continuity program in response to a disruption.

• TA may familiarize stakeholders, both internal and

external, with a common understanding of the following:

• Respective roles and responsibilities

• Plans, policies, procedures, doctrine, guidelines, objectives,

and organization-specific expectations

• Anticipated continuity outcome following a disruption
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Technical Assistance: Training

• The goal of training is to put TA into practice and to implement what is required or

expected according to the established continuity program or foundational

requirements.

• The benefits of training include the following:

• Demonstrate understanding.

• Practice procedures (e.g., create muscle memory).

• Hone or improve skills, knowledge, and abilities.

• Achieve agreed-upon outcomes.

• Build capacity.

• Obtain leadership (and Mission Owner) buy-in.

• Prepare for validation, testing, and assessment.
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STUDENT NOTE:

• Training opportunities are beneficial to our continuity programs for multiple reasons; as part of

these benefits, Continuity Program Managers benefit from including other stakeholders in their

training processes.
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Technical Assistance: Training, cont.

• Training can range from small, one-on-one sessions to large-scale training events.

• Training may include:

• Awareness briefings for all personnel that include roles and responsibilities.

• Briefings on continuity plans, including relocation and telework procedures.

• Reconstitution and devolution procedures.

• Identification, protection, and accessibility of information systems.

• Delegations of authority.

• Orders of succession.

109

STUDENT NOTES:

• All personnel within an organization should understand their roles and responsibilities within the

continuity program.

• Personnel should receive annual continuity awareness briefings.

• Continuity personnel and Mission Owners should also receive annual training on:

o The continuity plan, including relocation information.

o Reconstitution and devolution procedures.

o Identification, protection, and accessibility of essential records.

• While not a requirement, organizations should plan and deliver cross-training on essential

functions in the event of a disruption that impacts staffing.

• Leadership should receive annual training on:

o Delegations of authority.

o Orders of succession.

o The continuity plan.
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Discussion: Importance of Evaluations

Why is it important 
to evaluate your 

continuity program?
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STUDENT NOTES:

• Evaluations may be a mandatory requirement, such as for federal D/As, banking, critical

infrastructure, or grant programs.

• Federal headquarters organizations self-evaluate quarterly. An assessment team from FEMA

ONCP visits each federal executive D/A every two years to validate reporting and assist the D/A

with their continuity program. Assessments of functional capabilities are performed during annual

Eagle Horizon exercises.

• EMAP is a voluntary accreditation process for emergency management programs. Programs are

assessed for compliance against industry standards through a peer review process. More

information can be found by visiting EMAP.org.

• Disruptions and real-world activations are a valuable resource in showing what parts of your

continuity plans and procedures work well and which need improvement.

• Conducting an evaluation of the continuity program is a best practice. Planners can identify areas

of strength and areas for improvement, which are then fed into the CIP for resolution.

• By examining areas for improvement and areas of strength, organizations can better prioritize and

resource their essential functions.

• An external evaluation allows for “another set of eyes” on the program. An external evaluator

may identify an issue that those within the program do not recognize.

• Evaluations may be a mandatory requirement for federal D/As, banking, critical infrastructure, or

grant programs.

Importance of Evaluations

• Mandatory requirement for federal (and some non-federal)

organizations

• Required for Emergency Management Accreditation Program

(EMAP)

• Considered a best practice

• Feed into CIP

• Identify areas of strength and areas for improvement

• Assist in the prioritization and resourcing of essential functions

• Provide an external view of continuity plans

• Validate TA and training outcomes
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STUDENT NOTES:

• It is not enough to conduct technical assistance and evaluation activities; it is important to collect

information to support CIP.

• While active learning is occurring, improvements to the program and increases in capability

happen after the activities have concluded.

• Exercise evaluation is one of the most common ways to evaluate a program, whether a continuity

program or otherwise.

• Evaluation is the most critical piece of conducting exercises. Be sure to use adequate observation

and data collection techniques in order to identify strengths and areas for improvement.

Evaluation: Exercises

• Through exercises, organizations assess their readiness and ability to

perform essential functions.

• Effective exercise evaluation involves:

• Planning for exercise evaluation.

• Observing the exercise and collecting data during exercise conduct.

• Analyzing data to identify strengths and areas for improvement.

• Reporting exercise outcomes in an AAR.
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STUDENT NOTES:

• Exercises are either discussion-based or operations-based. Exercises should:

o Be progressive, developing from simple to complex.

o Cover a variety of potential hazards.

o Include a variety of operations.

• Organizations should allow for the opportunity to:

o Demonstrate continuity team familiarity with continuity plans and procedures (annually).

o Demonstrate the capability to continue essential functions (annually).

o Move personnel to the alternate location (annually).

o Demonstrate internal and external communications capabilities (annually).

o Demonstrate availability of essential records (annually).

o Demonstrate reconstitution and devolution procedures (no frequency provided, but the

recommended frequency is biennial).

Evaluation: Exercises, cont.

• Provide a low-risk environment to test capabilities, familiarize personnel with roles

and responsibilities, and foster meaningful interaction and communication across

organizations.

• Exercising includes:

• Validating the continuity plan.

• Demonstrating personnel familiarity with continuity plans and procedures.

• Demonstrating the capability to continue essential functions.

• Personnel moving to the alternate location(s), telework, or distributed operations.

• Demonstrating internal and external communications capabilities.

• Demonstrating availability of essential records.

• Demonstrating reconstitution and devolution procedures.
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STUDENT NOTES: 

• Organizations should develop tests for all systems and procedures to ensure the systems work as

intended and the organization can perform essential functions and operate from designated

alternate facilities.

• Organizations should also test continuity options, such as:

o Physical security capabilities, such as guard or ID access (annually).

o Internal and external interdependencies (annually).

o Protection and recovery of essential records (annually).

• Testing frequencies are outlined in the FCDs for federal D/As; CGC recommends similar testing

frequency for non-federal organizations.

Evaluation: Tests

• Demonstrate the correct operation of all equipment, procedures, processes, and

systems that support an organization’s continuity program.

• Testing includes:

• Accountability.

• Alert and notification.

• Infrastructure systems and services.

• Communications systems.

• Physical security capabilities.

• Internal and external interdependencies (e.g., IT infrastructure).

• Protecting and recovering IT systems and essential records.
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City of Gushank Example: Building Block Approach

115

STUDENT NOTE:

• The Gushank Continuity Program Manager uses a building block approach to implementing

annual test and exercise events.
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STUDENT NOTES: 

• The Homeland Security Exercise and Evaluation Program (HSEEP) is a capabilities- and

performance-based exercise plan that provides a standardized policy, methodology, and language

for designing, developing, conducting, and evaluating all exercises. HSEEP is a pillar of the

National Exercise Program framework.

• Organizations should refer to HSEEP for additional exercise and evaluation guidance. More

information on HSEEP can be found on the PrepToolkit. The website also has useful templates,

such as those for exercise plans and evaluation plans.

• We suggest that anyone who is planning continuity exercises take the free HSEEP training

provided through FEMA’s EMI.

Evaluation: Homeland Security Exercise and Evaluation Program

The Homeland Security Exercise and Evaluation Program (HSEEP):

• Provides a common approach to exercise program management,

design and development, conduct, evaluation, and improvement

planning.

• Constitutes a national standard for homeland security exercises.

• Uses consistent terminology that can be used by all exercise

planners.
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Discussion: Improving Preparedness Posture

What evaluation activities 
are most successful in 

improving your 
organization’s 

preparedness posture?

117

STUDENT NOTES:

• Organizations that conduct continuity exercises and incorporate continuity concepts into other

organization-wide exercises can increase their overall resilience.

• The information in these slides is intended to be tailored to meet the unique circumstances of your

organization.
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Evaluation: Continuity Assessment Tool

• The Continuity Assessment Tool (CAT) serves as a tool to evaluate areas of

strength and areas for improvement within continuity programs.

• The CAT assists organizations in meeting continuity guidelines, as outlined in the

CGC.
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STUDENT NOTES:

• The CAT is an Excel document consisting of three worksheets that align with the guidelines of

the CGC. Note that in order for an organization obtain green status on the “Maintaining”

worksheet, it must demonstrate progressive planning, budgeting, training, and exercising during

the prior phases.

• The most important thing to understand is that continuity programs follow an iterative process

that compounds improvements. Year after year, your plan and program will improve and become

more robust, and the measures in the CAT will help you track this progression.

• Federal headquarters D/As use the federal version of the CAT: the FCAT. All whole community

organizations may wish to use the CAT for internal program assessments.
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STUDENT NOTES:

• The CAT categorizes tasks according to the POETE elements. This effort aligns the CAT with

other preparedness doctrine and evaluations while also reflecting discrepancies in capabilities

when organizations have built comprehensive plans but have never resourced, trained, or

exercised them.

• The CAT uses a 0–10 scoring system so organizations can show progress across evaluation

periods. Zero indicates no progress in achieving the objective, while a 10 indicates a robust

program. Each task has recommended metrics/descriptions along the scoring system to add more

standardization to scoring.

• Any continuity capability objectives that are not applicable to the organization’s continuity

program should be left blank and will be omitted from the spreadsheet’s calculations.

• The POETE elements explained:

o Planning – Development of policies, plans, procedures, mutual aid agreements, strategies, and

other documents; also involves the collection and analysis of intelligence and information.

o Organization – Personnel, teams, organizational structure, and leadership at each level.

o Equipment – Equipment, supplies, and systems.

o Training – Creation, understanding, and awareness of planning documents.

o Exercises – Exercises and real-world incidents that provide an opportunity to demonstrate,

evaluate, and improve the ability of those in core capabilities to perform assigned missions

and tasks to standard.

• When completing the CAT, your organization will benefit most from an honest assessment. Areas

identified in yellow or red can highlight gaps when presented to leadership and may qualify your

organization for additional resources. Scores in yellow or red indicate room for improvement and

are not a reflection of a poor program.

Evaluation: Using the CAT

• The CAT is intended to be completed on a regular basis (e.g., annually) by the CWG

and other partners who may play an important part in the success of the program.

• Each section of the CAT includes critical continuity activities and supporting tasks

and has a corresponding chapter in the CGC.

• Supporting tasks are further divided according to the five solution areas found in the

Stakeholder Preparedness Review: Planning, Organization, Equipment, Training, and

Exercise (POETE).

119

1192025

E/L/K 1302: Continuity Program Management



STUDENT NOTES:

• The CAT uses a 10-point scoring system. This progressive scoring system is an integral part of

the evaluation and allows an organization to demonstrate progress from one assessment to the

next.

• For each objective, users select the value on the scale that best represents how much progress the

organization has made toward achieving the objective or criterion described by the statement. The

summary page calculates the cumulative scores from each worksheet and among the POETE

elements to provide a comprehensive score. Scores from 0 to 3 are highlighted in red to signify

significant gaps, scores from 4 to 7 are highlighted in yellow to signify moderate progress in

achieving the objectives, and scores from 8 to 10 are highlighted in green to indicate substantial

progress or that the continuity objective has been achieved.

Evaluation: CAT Scoring System

The CAT uses a 10-point scoring system to determine the completeness of each 

continuity activity or supporting task identified in the tool. 
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Evaluation: How to Complete the CAT

1. Review the Continuity Capability Objectives.

2. Select the scoring value on the scale that best represents how much progress the

organization has made toward achieving the objective or criterion described by the

statement.

121

STUDENT NOTES:

• The description of progression for each task from 0 to 10 is not meant to be prescriptive; an

organization should discuss and determine its score against each task using the descriptions as a

guide.

1. Review the Continuity Capability Objectives (Column C).

2. Select the value on the scale (Columns D through N) that best represents how much progress

the organization has made toward achieving the objective or criterion described by the

statement (Column C).
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Evaluation: How to Complete the CAT, cont.

3. Using the drop-down menu located in the “Score” column, select the value that best

represents the score for each task. Once a score is selected, the cell will automatically

populate the appropriate color (green, yellow, or red) corresponding to the scale. To omit

the objective, leave the score value blank or select N/A.

4. The scores will automatically populate on the “Summary” worksheet.

122

STUDENT NOTES:

• The worksheets are programmed to automatically calculate the score and generate a color on the

Summary worksheet.

• Users may use the drop-down menu or manually enter their score.
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Evaluation: CAT Example
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STUDENT NOTES:

• Ideally, scores in the planning, organization, and equipment elements should be higher than those

in the training and exercise elements, indicating that the proper planning activities have been

completed first.

• This worksheet is formatted to serve as a one-page snapshot of an organization’s continuity

program as it relates to the elements outlined in the CGC.

Evaluation: CAT Summary Worksheet

• The total scores will automatically populate in the Summary worksheet while the

user completes the CAT.

• The summary breaks down scoring by:

• POETE elements.

• Initiating, building, and maintaining a continuity capability.

• A comprehensive continuity capability score.

• Scores designated as red or yellow should be considered capability gaps and

prioritized as areas requiring improvement.
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Evaluation: CAT Summary Worksheet, cont.
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STUDENT NOTES:

• Use the CAT in the Student Manual and/or note your scores on a separate piece of paper.

• This activity is intended to help participants:

o Become familiar with using the CAT.

o Understand that building a plan and program is an iterative process.

o Understand that there is always room for growth when developing continuity capabilities.

Activity: Program Assessment

Instructions:

1. Complete the CAT for your program using Worksheet #6.

2. Based on what you know today and your CAT scores, use the

questions provided to further analyze your data.

3. Prepare to engage as part of the group discussion.
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Unit 5 Knowledge Check (1 of 2)

1. The Continuity Assessment Tool (CAT) is a tool:

A. For writing a continuity plan.

B. For conducting risk assessments.

C. Used by planners to identify essential functions.

D. To evaluate areas of strength and improvement in

continuity programs.
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Unit 5 Knowledge Check (2 of 2)

2. Continuity tests include all of the following except:

A. Accountability

B. Alert and notification

C. Infrastructure systems and services

D. Administrative leave

E. Security capabilities
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Unit 5 Summary

In this unit, we reviewed the following:

✓ Technical assistance and evaluation responsibilities of the

Continuity Program Manager

✓ Incorporating continuity into organization-wide activities

✓ Goals of training

✓ Importance of evaluations

✓ Tests and exercises

✓ Continuity Assessment Tool
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STUDENT NOTES:

• In this unit, we discussed the following:

o The Continuity Program Manager plays a role in conducting technical assistance (training) and

evaluation (exercise) activities in order to prepare for a disruption to normal operations.

o Technical assistance and evaluation activities should be incorporated into organization-wide

activities rather than treated as separate, stand-alone activities.

o The goal of training is to familiarize personnel with their roles, responsibilities, plans, and

procedures, while exercises validate capabilities.

o A leadership TTX is one way to help prepare leadership for their responsibilities during a

disruption.

o And lastly, the CAT is one mechanism for conducting evaluations.
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UNIT 6:

Continuity Program Management During 

and After a Disruption 

1302025
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Unit 6 Objectives 

At the end of this unit, you will be able to:

1. Discuss Continuity Program Manager responsibilities

during plan activation, continuity operations, and

establishing a new normal.

2. Differentiate between activities in the activation and

operations phases.

3. Discuss actions to take to establish a new normal.

4. Describe how AARs and lessons learned can be collected

and implemented to support CIP.
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Continuity PM Responsibilities During Activation

• Continuity Program Managers may advise leadership

during continuity plan activation.

• Activating part or all of the continuity plan and its

associated procedures may require the use of one or a

combination of the following continuity options:

• Hardening

• Distribution

• Relocation

• Devolution

• Activation tasks and responses may differ depending on

which options are enacted.
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STUDENT NOTES:

• The Continuity Program Manager will need to be available to perform actions after the plan is

activated. While Mission Owners ensure that essential functions are accomplished, the Continuity

Program Manager may assist with accountability or support communications.

• Simultaneously, the Continuity Program Manager is responsible for documenting lessons learned,

gaps/weaknesses found, solutions, strengths, and best practices while positioning the organization

to respond to cascading impacts or subsequent disruptions.
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Examples of Activation Tasks

Alternate Site Tasks

❑ Create and maintain a check-in section.

❑ Confirm arrival information for the

location.

❑ Create a shift schedule based on the

number of personnel available.

❑ Create an operational tempo plan for

meetings.

❑ Conduct just-in-time training where

needed.

Devolution Tasks

❑ Differentiate between devolved tasks

and normal, day-to-day tasks.

❑ Prioritize functions.

❑ Create a shift work schedule, if needed.
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STUDENT NOTE:

• This notional example outlines the different tasks a Continuity Program Manager may be

responsible for during activation.
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Continuity PM Responsibilities During Operations

• During operations, the Continuity Program Manager supports essential functions

operations and should:

• Look for gaps and vulnerabilities in the continuity operations environment and prepare

options for subsequent disruptions.

• Work closely with the Reconstitution Program Manager to plan for establishing a new

normal.

• Assist leadership with messaging to employees and stakeholders regarding the change in

operations.
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STUDENT NOTES:

• Continuity Program Managers have a role during continuity operations.

• Some organizations contend that if the program is run properly, the Continuity Program Manager

“doesn’t have a seat on the plane.”

• Continuity Program managers will always have a seat on the plan, as during the operations phase

they are focused on how to continue the operations if other issues come up.

• Continuity Program Managers may also be required to provide guidance to leadership during

operations.
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Examples of Operational Tasks

• Operational tasks, which are intended to support Mission

Owners and may differ depending on the continuity options

used, include the following:

• Accounting for personnel.

• Establishing communications with interdependent organizations and other

internal and external stakeholders, including the media and the public.

• Providing guidance to personnel on organizational status and human

resource-related topics.

• Coordinating the emergency procurement of equipment, supplies, services,

and personnel to support continuity operations.

• Identifying gaps and vulnerabilities while working with leadership to plan

for essential function resilience.
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STUDENT NOTES:

• During continuity operations, the focus for the Continuity Program Manager remains the same no

matter the option chosen: supporting essential function resilience.

• It is incumbent on the Continuity Program Manager to identify any gaps and vulnerabilities and

work with leadership to mitigate these issues appropriately.

• This list of operational tasks is not all-inclusive.

E/L/K 1302: Continuity Program Management

2025 135



Establishing a New Normal

• Establishing a new normal is how an organization closes out a

continuity plan activation.

• “Normal” can be a subjective term and may vary depending on

the disruption.

• The operational activities may lead the organization to establish

new policies, locations, etc. for normal, day-to-day operations.

• The Continuity Program Manager should work with leadership

and the Reconstitution Program Manager to define the new

normal and assist with the transition of all organizational

operations and essential functions.
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STUDENT NOTES:

• Once the threat has passed, the organization should shift its focus to defining and moving to a new

normal.

• In some cases, the new normal may be returning to pre-disruption status.

• The Continuity Program Manager should maintain a focus on the accomplishment of essential

functions during this time, until all operations have returned to normal.
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Examples of Tasks for Establishing a New Normal 

• Establishing a new normal may look different for each organization or disruption and

may include:

• Re-establishing all functions, records, and operations at the new or restored site (if

needed).

• Returning activated continuity personnel to their normal duty assignments.

• Conducting a hot wash and/or after-action conference to gather areas for improvement,

strengths, and lessons learned from the organization’s response to the disruption.

• Preparing an AAR and incorporating approved recommendations into a Continuous

Improvement Plan.

• Revising and updating plans, procedures, and checklists, as appropriate.
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STUDENT NOTES:

• This list is not all-inclusive.

• This list also reiterates why the Continuity Program Manager and Reconstitution Manager should

be different people but maintain consistent communication.
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STUDENT NOTES:

• As normal operations are being restored, the Continuity Program Manager should be conducting

an evaluation of the activities that occurred during the disruption.

• To develop viable CIP, you need to have information to feed into the process. Organizations

should review documentation from disruptions to glean information for CIP:

o AARs from continuity activations, training, and evaluation events.

o Post-incident meetings, such as hot washes, after-action conferences, or interviews.

o Corrective actions from routine drills, such as fire drills, which may have items that relate to

continuity.

• Developing and performing CIP may not necessarily be the responsibility of the Continuity

Program Manager. It may be a responsibility shared with the organization’s exercise program.

Ideally, there is a CIP program or personnel with assigned responsibility for CIP.

Gathering After-Action Feedback/Lessons Learned

• Review documentation from continuity

operations.

• Convene an after-action meeting.

• Develop an AAR/IP.

• Follow through utilizing CIP!
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STUDENT NOTE:

• There are many different formats for capturing and tracking after-action information.

Organizations should use the format that best suits their needs. For example, some organizations

use narrative templates available through HSEEP, while others prefer Quick Look reports for

their conciseness.

After-Action Report

• The AAR is the document that summarizes key information

related to evaluation.

• According to HSEEP, AARs should include:

• An analysis of the organization’s ability to perform essential

functions.

• The exercise name, type, dates, participants, and location.

• A brief scenario description.

• An exercise point of contact.

• An overview of performance related to each exercise objective.

• Strengths and areas for improvement.

• A summary of lessons learned.
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STUDENT NOTE:

• The CAT is a great place to start developing your CIP. Those measures that are red and yellow

are considered to have gaps. Based on an analysis of the CAT data and exercise/real-world

AARs, you should have an idea of which areas you need to prioritize for improvement.

Continuous Improvement Planning

• CIP includes steps taken to ensure lessons learned from disruptions or from training

and evaluations are analyzed and fed back into the planning process.

• Corrective actions are concrete, actionable steps that are intended to resolve

identified program gaps and shortcomings.

• CIP provides timelines and identifies personnel for implementation.

140

1402025

E/L/K 1302: Continuity Program Management



STUDENT NOTES: 

• Follow-through is important to remember when dealing with improvement planning. How many

times do we have an issue that occurs during an exercise, only to have it occur again the

following year? Documenting issues in a CIP is successful only if the organization fixes those

identified issues.

• Once you have identified issues, your organization needs to fully document the CIP. HSEEP has

an improvement planning template.

• At a minimum, your CIP should include the following:

o Areas for improvement. Be specific. Simply listing “improve communications” is not

enough to be able to implement a viable solution. Instead, “Each department lacks the ability

to communicate when the phone lines are down” is a specific problem that can be addressed.

o Solutions selected after an analysis of the after-action information. Document all

solutions, even the ones that may require long-term planning to accomplish. Some solutions

require funding, which may take many budget cycles to accomplish.

o Work assignments. It is important to assign responsibility to, at a minimum, an office or

department responsible for implementing the solutions. When and where appropriate, the

Program Manager should follow up with those points of contact to verify that improvements

are being made per the plan.

o Time frames for completion and milestones for implementing the solutions and

documenting them in the continuity plan. Those items without target completion dates may

be left undone. It is also important to create milestones along the way to monitor progress.

• Upon completion of the CIP, you should circulate the CIP to all who participated in information

gathering and analysis to ensure that they accept the overall strategy. In many instances, the

corrective actions are assigned to offices other than the continuity office, so buy-in is essential.

Implementing CIP

• Develop a written plan.

• The plan may be incorporated into your MYSP.

• The Continuity Improvement Plan should include:

• Deficiencies and areas for improvement.

• Solutions and work assignments.

• Time frames for completion and milestones.
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Developing Corrective Actions

• The Continuity Program Manager may use the following questions to guide their

discussion when developing corrective actions:

• What changes need to be made to:

o Plans and procedures?

o Organizational structures?

o Management processes?

• What equipment or resources need to be purchased or upgraded?

• What training is needed to improve performance?

• What issues arose at the alternate site?

• Which communications channels failed and why?
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City of Gushank Example: Corrective Action 

143

Problem/Issue Current backup server is inaccessible at alternate location.

Solution
Purchase and install redundant server specially for essential records that 

can be accessed remotely and from alternate location.

Comments

Current budget year does not support the purchase of the server. 

FY28: Purchase server rack

FY29: Purchase server

Documentation • Alternate Location Functional Exercise May 2024

Point of Contact
• IT Manager

• Backup: Essential Records Manager

Milestones

• December 2028: Purchase/install server rack

• February 2029: Purchase/install server

• July 2029: Run server test

• Final: September 2030

STUDENT NOTE:

• This is a fictitious example from the City of Gushank documenting an issue identified during an

exercise and the summary of the plan to address the issue.
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Discussion: Implementing Corrective Actions

How does your 
organization 

implement identified 
corrective actions?
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Unit 6 Knowledge Check (1 of 2) 

1. Operational tasks may differ depending on the continuity

option used.

A. True

B. False
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Unit 6 Knowledge Check (2 of 2)

2. Name three ways you can gather information for the CIP.

A. __________________________________________

B. __________________________________________

C. __________________________________________
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Unit 6 Summary

In this unit, we reviewed the following:

✓ Continuity Program Manager responsibilities during the phases

of continuity

✓ Examples of operational tasks that take place during the

phases of continuity

✓ Gathering feedback, After-Action Reports, and lessons learned

✓ CIP

147

STUDENT NOTES:

• In this unit, we discussed:

o Continuity Program Manager responsibilities during plan activation, continuity operations, and

establishing a new normal (continuity phases II–IV).

o The different operational tasks that occur during continuity phases II–IV.

o How CIP ensures that lessons learned from disruptions and evaluations are fed back into the

planning process.
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UNIT 7:

Discussion-Based Exercise
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Exercise Scenarios

149

Severe Weather CyberattackSupply Chain Disruption
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Scenario 1: 

Severe Weather

1502025
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Severe Weather: Readiness and Preparedness

• Unprecedented rainfall during the past few weeks

has resulted in flooding throughout the area.

• A severe winter storm is forecasted to bring heavy

precipitation and low temperatures over the next

three days.

• Local utilities warn of potential power outages.

• The local public safety answering point (PSAP) is

preparing for an increase in 911 calls.

• Emergency management is coordinating with the

Department of Transportation and other partners

to prepare for a response to compounded impacts

in the area.
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Severe Weather: Readiness and Preparedness, cont.

• Based on the scenario, how do you anticipate the severe weather will impact your

organization’s:

• Staff and leadership (including contract staff)?

• Equipment and Systems?

• Data and Information?

• Site(s) and/or operating location(s)?

• What critical operations and essential functions are most vulnerable to this severe

weather event?

• How do staff responsibilities change during a severe weather emergency? What

training and technical assistance is used to prepare staff to serve in their continuity

roles?

152

2025 152152

E/L/K 1302: Continuity Program Management



Severe Weather: Readiness and Preparedness, cont.

• How does your organization identify and address the specific needs of staff with

access and functional needs in the development of continuity plans (e.g., access to

essential records, communication methods, and relocation considerations)?

• How does your organization identify essential records critical to supporting essential

functions during a disruption?
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Severe Weather: Activation

• As the storm intensifies, considerable precipitation

and low temperatures result in widespread power

outages and impassable roads.

• Some staff are unable to report to duty at their

primary operating site.

• Equipment previously moved out of flooded areas is

now in alternate locations that are inaccessible due

to blocked roadways.

• Leadership decides to activate the continuity plan to

sustain essential functions under these conditions

and telework is implemented for those staff with

reliable access to electricity.
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Severe Weather: Activation, cont.

• Would your organization have activated the continuity plan at this point?

• What triggers initiate the activation of your continuity plan in response to severe weather?

• For those organizations that activated their plan, what are the benefits of having done so

at this point?

• How are warnings and activations communicated (and maintained) with staff,

external partners, and stakeholders during a severe weather emergency?

• Do you have different processes for disruptions with or without warning?
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Severe Weather: Activation, cont.

• Based on the scenario, when and how would your leadership engage in continuity

activities? What tasks would they be performing?

• What resources and operations would be adjusted or reallocated to maintain your

essential functions?

• What alternate locations would you leverage to maintain your essential functions if

primary operating facilities are compromised or inaccessible due to severe weather?

• What are the procedures for activating the alternate location?

• How long can your organization sustain operations at the alternate location?

• What is the process for procuring resources to support operations at the alternate

location?
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Severe Weather: Continuity Operations

• Power outages continue, and communication

systems are strained, making it difficult to

coordinate emergency response or update the

public.

• Critical services such as hospitals, public works,

and utility providers are operating at a

diminished capacity.

• Resources are strained, and prioritization

becomes necessary to maintain essential

functions.
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Severe Weather: Continuity Operations, cont.

• How does your organization account for staff during a severe weather event?

• How is situational awareness and information acquired during a severe weather

event?

• What organizational guidance would be provided to staff during a severe weather

event such as this?

• What equipment, supplies, services, and staff would need to be coordinated to

support essential functions during this event?
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Severe Weather: Continuity Operations, cont.

• What continuity options have been implemented or could be used to mitigate

impacts to your essential functions?

• Given the storm’s damage to the community, if necessary, how would your

organization prioritize the essential functions?

• How does your organization formally delegate authority to designated staff to make

critical decisions if primary leadership become unavailable due to a severe weather

event?

• Would your organization consider devolution at this point, or at any point during the

scenario? Why?
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Severe Weather: Establishing a New Normal

• As power is restored and road conditions

improve, operations begin transitioning back to

normal.

• An AAR identifies gaps in the response and

provides lessons learned for improving

continuity plans and enhancing resilience for

future severe weather events.
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Severe Weather: Establishing a New Normal, cont.

• What challenges might you face reestablishing organizational functions, records, and

operations at a new or restored site?

• Who is responsible for evaluating reconstitution efforts, and how are those efforts

managed?

• How are essential records verified and restored during recovery?
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Severe Weather: Establishing a New Normal, cont.

• What evaluation activities would be used to improve preparedness for future severe

weather events?

• Based on past severe weather experiences, what steps did your organization take to

return to normal operations, and what lessons were learned?
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Scenario Continuity Topics 

• The topics we covered in this scenario include:

• Phases of continuity.

• Planning factors (how are they impacted).

• Communications and messaging.

• Essential functions.

• Continuity roles and responsibilities.

• Leadership.

• Stakeholders.

• AAR

• Risk assessment (account for impacts from the scenario).

• Continuity options.
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STUDENT NOTE:

• A hot wash is a facilitated discussion held immediately following a workshop or exercise among

exercise players. It is designed to capture feedback about any issues, concerns, or proposed

improvements players may have about the workshop. The hot wash is an opportunity for players

to voice their opinions on the workshop and their own performance.

Hot Wash/Unit 7 Summary 

✓What are the lessons learned from these scenarios?
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Scenario 2: 

Supply Chain Disruption
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Supply Chain Disruption: Readiness and Preparedness

• A global pandemic disrupts supply chains,

causing severe shortages of the resources that

your organization requires for operations.

• A risk assessment highlights weak points in

vendor networks and stockpile reliance.

• Leadership works on mutual aid agreements and

finds alternative suppliers to reduce the impact.
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Supply Chain Disruption: Readiness and Preparedness, cont.

• Based on the scenario, how do you anticipate a severe supply chain disruption will

impact your organization’s:

• Staff and leadership (including contract staff)?

• Equipment and Systems?

• Data and Information?

• Site(s) and/or operating location(s)?

• What critical operations and essential functions are most vulnerable to a supply

chain disruption?

• How would staff responsibilities change during a supply chain disruption? What

training and technical assistance is used to prepare staff to serve in their continuity

roles?
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Supply Chain Disruption: Readiness and Preparedness, cont.

• How does your organization identify and address the specific needs of staff with

access and functional needs in the development of continuity plans (e.g., access to

essential records, communication methods, and relocation considerations)?

• How does your organization identify and prioritize essential records critical to

supporting essential functions during a disruption?
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Supply Chain Disruption: Activation

• Supply chain disruptions worsen. Leadership

is forced to prioritize limited resources while

balancing the needs of the stakeholders.

• Emergency meetings are held to reallocate

resources, assess vendor capabilities, and to

decide if continuity plans should be activated

to sustain essential functions under

constrained conditions.
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Supply Chain Disruption: Activation, cont.

• Would your organization have activated the continuity plan at this point?

• What triggers initiate the activation of your continuity plan in response to a supply chain

disruption?

• For those organizations that activated their plan, what are the benefits of having done so

at this point?

• How are warnings and activations communicated (and maintained) with staff,

external partners, and stakeholders during a supply chain disruption?

• Do you have different processes for disruptions with or without warning?
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Supply Chain Disruption: Activation, cont.

• Based on the scenario, when and how would your leadership engage in continuity activities?

What tasks would they be performing?

• What resources and operations would be adjusted or reallocated to maintain your essential

functions?

• How would your primary or alternate locations be affected by a supply chain disruption?

• What alternate locations would you leverage to maintain your essential functions if primary

operating facilities are compromised or inaccessible due to another disruption?

• What are the procedures for activating the alternate location?

• How long can your organization sustain operations at the alternate location?

• What is the process for procuring resources to support operations at the alternate location?

• What issues would be compounded by a secondary disruption?
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Supply Chain Disruption: Continuity of Operations

• As shortages persist, prioritization of essential

functions becomes critical.

• Resources are diverted from nonessential to

essential functions.

• Communication with staff and stakeholders is

increased to address operational changes.

• Leadership engages with state and federal agencies

to secure additional support.
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Supply Chain Disruption: Continuity Operations, cont.

• What is the process for prioritizing essential functions during an event such as this?

• What equipment, supplies, services, and staff would need to be coordinated to

support essential functions during this event?

• Would a pandemic-driven supply chain disruption affect how your organization

accounts for staff?

• How is situational awareness and information acquired during this type of event?

• What organizational guidance would be provided to staff during a supply chain

disruption?
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Supply Chain Disruption: Continuity Operations, cont.

• What continuity options have been implemented or could be used to mitigate

impacts to your essential functions?

• How does your organization formally delegate authority to designated staff to make

critical decisions if primary leadership become unavailable due to a severe weather

event?

• Would your organization consider devolution at this point, or at any point during the

scenario? Why?
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Supply Chain Disruption: Establishing a New Normal

• With supply chain challenges easing, the

organization develops long-term strategies to

rebuild stockpiles and improve resilience.

• The AAR incorporates lessons learned into

updated continuity plans and addresses

resource vulnerabilities to strengthen future

preparedness.
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Supply Chain Disruption: Establishing a New Normal, cont.

• What challenges might you face reestablishing essential functions, records, and

operations?

• Who is responsible for evaluating reconstitution efforts, and how are those efforts

managed?

• How are essential records verified and restored during recovery?
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Supply Chain Disruption: Establishing a New Normal, cont.

• What evaluation activities would improve preparedness for future supply chain

disruptions?

• Based on past supply chain disruption experiences, what steps did your organization

take to return to normal operations, and what lessons were learned?
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Scenario Continuity Topics 

• The topics we covered in this scenario include:

• Phases of continuity.

• Planning factors (how are they impacted).

• Communications and messaging.

• Essential functions.

• Continuity roles and responsibilities.

• Leadership.

• Stakeholders.

• AAR

• Risk assessment (account for impacts from the scenario).

• Continuity options.
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STUDENT NOTE:

• A hot wash is a facilitated discussion held immediately following a workshop or exercise among

exercise players. It is designed to capture feedback about any issues, concerns, or proposed

improvements players may have about the workshop. The hot wash is an opportunity for players

to voice their opinions on the workshop and their own performance.

Hot Wash/Unit 7 Summary 

✓What are the lessons learned from these scenarios?
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Scenario 3: 

Cyberattack
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Cyberattack: Readiness and Preparedness

• On Monday morning, city employees cannot access

email or critical systems due to a ransomware attack.

• Employees notice error messages and requests for

payment on their screens.

• Departments are unable to complete tasks requiring

access to payroll systems, records, and financial

applications.

• IT identified the attack as a phishing email clicked late

Friday. The malware encrypted files across shared

drives and essential systems.

• Leadership meets to review risk plans and backup

communication methods.
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Cyberattack: Readiness and Preparedness, cont.

• Based on the scenario, how do you anticipate a cyberattack will impact your

organization’s:

• Staff and leadership (including contract staff)?

• Equipment and Systems?

• Data and Information?

• Site(s) and/or operating location(s)?

• What critical operations and essential functions are most vulnerable to a

cyberattack?

• How would staff responsibilities change during a cyberattack? What training and

technical assistance is used to prepare staff to serve in their continuity roles?
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Cyberattack: Readiness and Preparedness, cont.

• How does your organization identify and address the specific needs of staff with

access and functional needs in the development of continuity plans, including

access to essential records, communication methods, and relocation

considerations?

• How would your organization identify and prioritize essential records critical to

support essential functions during this scenario?
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Cyberattack: Activation

• IT confirms the ransomware has infected backup

systems, rendering them unusable.

• Critical data including financial records and

operational plans are inaccessible.

• Leadership is considering activating continuity

plans to keep essential functions operational

and manage public communication.
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Cyberattack: Activation, cont.

• Would your organization have activated the continuity plan at this point?

• What triggers initiate the activation of your continuity plan in response to a cyberattack?

• For those organizations that activated their plan, what are the benefits of having done so

at this point?

• How are warnings and activations communicated (and maintained) with staff,

external partners, and stakeholders if equipment and systems or data and

information are inaccessible?

• Do you have different processes for with or without warning emergencies?
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Cyberattack: Activation, cont.

• Based on the scenario, when and how would your leadership engage in continuity

activities? What tasks would they be performing?

• What resources and operations would be adjusted or reallocated to maintain your

essential functions?

• What alternate locations would you leverage to maintain your essential functions if

primary operating facilities are compromised or inaccessible due to a cyberattack?

• What are the procedures for activating the alternate location?

• How long can your organization sustain operations at the alternate location?

• What is the process for procuring resources to support operations at the alternate

location?
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Cyberattack: Continuity Operations

• Many departments report being unable to access their regular tools and systems,

impacting their ability to deliver services.

• IT teams are working to bring these systems back online as quickly as possible.

• Communication is further complicated by the outages, forcing staff to use alternative

methods.
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Cyberattack: Continuity Operations, cont.

• How would your organization maintain communication with staff during a cyberattack

if many systems are inaccessible?

• How is situational awareness and information acquired during this type of event?

• What organizational guidance would be provided to staff during a cyberattack?

• What equipment, supplies, services, and staff would need to be coordinated to

support essential functions during this event?
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Cyberattack: Continuity Operations, cont.

• What continuity options have been implemented or could be used to mitigate

impacts to your essential functions?

• Based on the impacts to systems and data, if necessary, how would your

organization prioritize the essential functions?

• How does your organization formally delegate authority to designated staff to make

critical decisions if primary leadership become unavailable due to a severe weather

event?

• Would your organization consider devolution at this point, or at any point during the

scenario? Why?
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Cyberattack: Establishing a New Normal

• As systems are restored, the organization checks data integrity and reviews the

organizational impact.

• Training programs are improved to prevent future attacks, and lessons from the

AAR are used to strengthen continuity plans and cybersecurity.
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Cyberattack: Establishing a New Normal, cont.

• What challenges might you face reestablishing essential functions, records, and

operations?

• Who is responsible for evaluating reconstitution efforts, and how are those efforts

managed?

• How are essential records verified and restored during recovery?

• What evaluation activities would be used to improve preparedness for future

cyberattacks?

• Has your organization or a partner ever experienced a cyberattack? What steps did

your organization take to return to normal operations, and what lessons were

learned?
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Scenario Continuity Topics 

• The topics we covered in this scenario include:

• Phases of continuity.

• Planning factors (how are they impacted).

• Communications and messaging.

• Essential functions.

• Continuity roles and responsibilities.

• Leadership.

• Stakeholders.

• AAR

• Risk assessment (account for impacts from the scenario).

• Continuity options.
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STUDENT NOTE:

• A hot wash is a facilitated discussion held immediately following a workshop or exercise among

exercise players. It is designed to capture feedback about any issues, concerns, or proposed

improvements players may have about the workshop. The hot wash is an opportunity for players

to voice their opinions on the workshop and their own performance.

Hot Wash/Unit 7 Summary 

✓What are the lessons learned from these scenarios?
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UNIT 8: 

Course Summary
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Unit 8 Objectives

At the end of this unit, you will be able to:

1. Demonstrate knowledge of key concepts and strategies

for developing, implementing, and updating a continuity

plan that adheres to requirements and guidance.

195

1952025

E/L/K 1302: Continuity Program Management



Course Objectives Review

At the end of this course, you will be able to:

1. Define continuity program management and the Planning, Programming,

Budgeting, and Executing (PPBE) process.

2. Identify the groundwork for establishing a continuity program.

3. Describe the activities across the planning factors that support the continuity

program during the Readiness and Preparedness phase of continuity.

4. Identify strategies for gaining or increasing buy-in for a continuity program.

5. Identify the benefits of and methods for conducting technical assistance and

evaluation activities.

6. Differentiate between activities in the Activation and Continuity Operations

phases of continuity.
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STUDENT NOTE:

• You may not use your class notes or materials to complete this exam.

Activity: Final Exam

Instructions:

1. Complete the identifying information on the answer

sheet.

2. Answer each of the exam questions. You may not

use your class notes or materials to complete this

exam.
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Course Adjournment

• Thank you for participating in this course!

• For questions about the material, please email

the National Continuity Training Program at

FEMA-Continuity-Practitioner@fema.dhs.gov.
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1. Worksheet #1

1.1. Activity: Identify Goals and Challenges 
Identify your organization’s continuity goals, any challenges you foresee (or are experiencing), the 
resources needed to accomplish the goals, and strategies to overcome the challenges. 

Table 1: Goals and Challenges 

Continuity Goals Challenges Resources Needed Strategies to 
Overcome Challenges 
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Continuity Goals Challenges Resources Needed Strategies to 
Overcome Challenges 
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2. Worksheet #2

2.1. Activity: Multi-Year Strategic Plan 
Use the goals and challenges you identified in the previous activity to fill out the following Multi-Year 
Strategic Plan table. Goals may have more than one objective. 

Table 2: Multi-Year Strategic Plan 

Goals Objectives Tasks Due 
Dates 

Responsible 
Parties 

Issues/Obstacles/ 
Constraints 

Year 1 
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Goals Objectives Tasks Due 
Dates 

Responsible 
Parties 

Issues/Obstacles/ 
Constraints 

Year 2 
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3. Worksheet #3

3.1. Activity: Project Plan 

Use an objective and/or tasks identified in Worksheet #2 to build out a Project Plan. 

Table 3: Project Plan 

Project Plan 

Project 
Name: 

Project Plan 
Manager: 

Objective: Stakeholders: 

Measure of 
Success: 

Required 
Resources: 

Table 4: Tasks 

Task Name Assigned to Start 
Date 

End 
Date 

Status Comments / 
Strategies 
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Task Name Assigned to Start 
Date 

End 
Date 

Status Comments / 
Strategies 
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4. Worksheet #4

4.1. Activity: Readiness and Preparedness by Planning Factor 
Using the threats and hazards identified in your Business Impact Analysis (BIA) discussed during 1301, identify the readiness 
and preparedness activities/actions that have been taken, are underway, or will be taken for each planning factor to lessen the 
impact, vulnerability, or consequence to one or more essential functions. 

Table 5: Instructions for the Readiness and Preparedness by Planning Factor Worksheet 

Readiness and Preparedness by Planning Factor Worksheet 

Essential Function(s): 

Hazard/Threat 
Description 

Impacts, 
Vulnerabilities, and 
Consequences 

Describe preparedness activities/actions by planning factor. 

Staff and 
Organization 

Equipment and 
Systems 

Information and 
Data 

Sites 

Referencing your 
BIA, insert hazard 
or threat with 
description. 
Example: Flooding 
caused by 
excessive 
precipitation in a 
12-hour
timeframe.

Referencing your BIA, 
describe how the 
hazard or threat 
impacts the essential 
function. 
Example: Damage to 
roadways, 
infrastructure, and 
primary operating sites. 
The organization’s 
essential function(s) 
depends on access to 
electricity, which is also 
impacted by flooded 
conditions. 

Example: Continuity 
Awareness Training; 
Drills; and Updating 
Continuity Roles and 
Responsibilities.  

Example: Tests; 
Maintenance; 
Calibration; Vendor 
and Supply Chain 
Coordination. 

Example: 
IT/Disaster 
Recovery Plan; 
Cybersecurity 
Training; and 
Essential Records 
Database. 

Example: Exercises 
involving Alternate 
Location(s); MOUs; 
and Access Roster 
Updates. 
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Table 6: Readiness and Preparedness by Planning Factor Worksheet 

Readiness and Preparedness by Planning Factor Worksheet 

Essential Function(s): 

Hazard/Threat 
Description 

Impacts, 
Vulnerabilities, and 
Consequences 

Describe preparedness activities/actions by planning factor. 

Staff and 
Organization 

Equipment and 
Systems 

Information and 
Data 

Sites 
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5. Worksheet #5

5.1. Activity: Elevator Speech 
You have 60 seconds to deliver an elevator speech to your leadership. Tailor the speech to your 
leadership and your organization. Remember to consider the priorities of your leadership and how 
continuity supports the organization and can increase its financial viability. Describe the important 
role your leadership plays in the continuity program (e.g., budgetary and resource support, approving 
the continuity plan, and creating a culture of continuity). 

Table 7: Elevator Speech 

Elevator Speech 
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6. Worksheet #6

6.1. Activity: Program Assessment 
Complete the Continuity Assessment Tool (CAT) to the best of your ability. Once completed, reference your CAT scores and analyze your data 
to respond to the following questions. 

Table 8: Program Assessment 

Understanding Your CAT Data Responses 

What does the comprehensive 
capability score tell you about the 
program? How is this data 
interpreted? 

Looking at the POETE solution areas, 
where are your program’s largest 
gaps? 

Considering the continuity capabilities 
in the CAT, what resources do you 
need to assist with increasing your 
scores? 

What other short-term and long-term 
follow-up actions might be needed to 
improve your CAT scores? 
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