
 
 
STOP!  IT IS A SCAM 

• If someone requests payment by gift card. 
• If you must make a payment to receive a prize. 
• If your online sweetheart asks for money. 
• If a phone number pops up on your computer for tech 

support. 
• If someone you have never met contacts you on social media and wants to start a 

relationship. 
• If someone says they are from Social Security, Medicare, or another government 

entity and demands payment. 
• If the caller says they are a family member in trouble and need money immediately. 
 
SCAMMERS WILL: 
• Pressure you to take immediate action. 
• Pretend to be from an organization you know. 
• Call from a phone number that appears to be local. 
• Tell you there is a problem or a prize. 
• Use free dating sites to meet people. 
• Tell you they love you and need money to visit you or for a family emergency. 
• Require payment by gift card, wire transfer, payment app, or cryptocurrency. 
 
PROTECT YOURSELF: 
• Create a family “code” word to make sure you know who you are talking to. Artificial 

Intelligence allows scammers to clone voices, so it might sound like your loved one 
and still be a scam. 

• Don’t talk longer than necessary, they could be recording your voice. 
• Don’t answer calls or text messages from phone numbers you do not know. 
• Don’t give your personal or financial information to anyone over the phone. 
• Don’t click on links in emails, even from a company you do business with. Go directly 

to their website or look up their phone number. 
• Resist the pressure to act immediately. 

 
Hang Up Immediately AND Call Someone You Trust! 

Once Your Money Is Gone, You Will Never Get It Back! 
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